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PE®EPAT

AnNNomMHbIV NPOeKT coaepXxuT 136 c., 22 puc., 40 Tabn., 21 UCTOYHUK, 3 NPUN. U
10 nucToB rpaduyeckoim yactu popmata Al

NH®OPMALMOHHAA BE3OMACHOCTb, MEHEOKMEHT PUCKOB
NH®OPMALIMOHHON BE3OMNACHOCTW, MPOLECCHbIW noaxona,
CEPTUOUKALMNA CUCTEMbl MEHEO)XMEHTA VH®OPMALIMOHHOW
BE3OMACHOCTW, CUCTEMbl MEHEO>)KMEHTA, CUCTEMA MEHEIXXMEHTA
NH®OPMALIMOHHOWN BE3OMACHOCTMU

O6beKTOM MccefoBaHMA AUMIOMHOMO NPOEKTAABNSAETCA CMCTEMA MeHeDKMEHTA
MH(OpPMaLMOHHOW 6e3onacHOCTU. Llenblo AMNAOMHOIO MNPOEKTUPOBAHUA SBASETCS
pa3paboTKa 1 BHeApeHWe CUCTEMbl MeHeLKMeHTa MH(OPMaLNOHHON 6e30MacHOCTA B
COOTBETCTBMMN C MeXAyHapoaHbIM cTaHgapToM (ISO/IEC 27001) B IT KomnaHuw.

B pamkax AMNJIOMHOro npoekta 6blM  NpOaHanM3nMpoBaHbl  acreKTbl
MPOEKTMPOBAHUSA CUCTEMbI MEHE)KMEHTa MH(OPMaLLMOHHOM 6€30MacHOCTW: NOHATHE 1
uenn, nogxodbl W aTanbl (opMuMpoOBaHMA, CpeacTBa M MeTOAbl MOCTPOEHUS;
[OOMNOMHUTENIbHO MPOBeAeH aHainM3  PesynbTaTUBHOCTM CUCTEMbl  MEHEeL)KMeHTa
NH(OPMaLNOHHOK 6e30MacHOCTN B KOMMNaHUN.

B npouecce paboTbl Hag AWMMIOMHLIM NPOEKTOM Oblfla pa3paboTaHa cucTema
MeHe[I>KMeHTa WH(MOpMaLMOHHOW 6Ge3onacHOCTKU. lMepecMOTpeHa cuctema onucaHus
npoueccos KomnaHnmu. Takxe ycnewHo NpongeH cepTUUKaLNOHHbIA ayauT 1 NoSTyyeH
cepTUMKaT COOTBETCTBMA CUCTEMbl MeHeAXKMeHTa MH(OPMaLMOHHON 6e30MacHOCTU
ISO/IEC 27001.

AVNNoM HOCUT NPaKTUYECKNIA XapaKTep.



ABSTRACT

The diploma project contains 136 p. 22 ill., 40 tables, 21 sources, 3 app and 10
sheets of graphic part in A1 format.

INFORMATION SECURITY, INFORMATION SECURITY MANAGEMENT
SYSTEM, INFORMATION SECURITY MANAGEMENT SYSTEM
CERTIFICATION, INFORMATION SECURITY RISK MANAGEMENT,
MANAGEMENT SYSTEMS,PROCESSAPPROACH

The research objects of the thesis project are information security management
system. The purpose of the diploma design is to develop and implement information
security management system in accordance with international standard (ISO/IEC 27001)
at IT Company.

As part of the diploma project, the design aspects of information security
management system were analyzed: the concept and goals, approaches and stages of
formation, means and methods of construction; additionally, the analysis of effectiveness
ofthe information security management system in the company was carried out.

In the process of working on the graduation project, an information security
management system was developed. The system for describing the Company’s processes
have been received. Also a certification audit was successfully passed and a certificate of
compliance with the information security management system ISO/IEC 27001was
received.

The diploma is ofa practical nature.



CMMCOK NCMOJ/1b30BAHHOW NMTEPATYPbI

THIMA wn pgpyrve LOKYMEHTbl B 061aCTM TEXHMYECKOro HOpMUpPOBaHUA

nCctaHgapTunsaunn

ISO 9001:2015 Quality management systems. Requirements.

ISO 19011:2018 Guidelines for auditing management systems.

ISO 22301:2019 Business continuity management systems. Requirements.

ISO 31010:2019 Risk management. Risk assessment techniques.

ISO/IEC 27000:2018 Information technology. Security techniques. Information
security management systems. Overview and vocabulary.

ISO/IEC 27001:2013 Information technology. Security techniques. Information
security management systems. Requirements.

ISO/IEC 27002:2013 Information technology. Security techniques. Code of
practice for information security controls.

ISO/IEC 27003:2013 Information technology. Security techniques. Information
security management system implementation guidance.

ISO/IEC 27004:2014 Information technology. Security techniques. Information
security management. Measurement.

ISO/IEC 27005:2018 Information technology. Security techniques. Information
security risk management.

CTb ISO/IEC 27000-2012 WNHMoOpMauMOHHble TexHonorun. MeTtogbl
obecneyeHuns 6e3onacHOCTU. CUCTEMbI MEHEAKMEHTANH(OPMALNOHHO 6e30NacHOCTMW.
OCHOBHbIE MONOXEHMNSA U CNOBapb.

CTB ISO/IEC 27001-2016 NH(hopMaLnOHHbIe TeXHoNorum. MeTtofbl obecneyeHus
6e3onacHoOCTn. CUCTeMbl MEHEAKMEHTA MH(DOPMAaLLMOHHO 6e30nacHOCTU. TpeboBaHUA

TKM 427-2012 «[NpaBuna TexXHWKM 6€30MacHOCTM MpwW  3Kcnnayatauuu
3NEKTPOYCTAHOBOKY.

TKIM 057-2007 «Cuctema ynpaBneHus oxpaHoin Tpyaa. BospgencTByrowme
(haKTOpbl TEXHOMOMMYECKUX NPOLLECCOB N METOAbl MpeAynpexaeHns otpuuaTenbHbIX

nocneacTBUn».
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