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PE®EPAT

OVNNOMHbBIA NPOEKT cofep>XUT 152 €. MaWMHOMUCHOro TekcTa ¢ 11 wnn.,
21 Tabn., 21 6nbN. UCTOYHMKOB, MPUNOXKeHMa Ha 31 ¢. 1n 10 nncToB rpaguyeckom
yactu opmarta Al.

AKTUBbI, AOCTYIMNHOCTb, MH®OPMALWNOHHAA BE3OIMNMACHOCTDb,

NHUWAOEHTHI, KOHOVNAEHUNANTBHOCTD, PNCKWU CNCTEMA
MEHEO>XXMEHTA NH®OPMALIVOHHOW BE3OMACHOCTMW,
LLEEJTOCTHOCTD.

O6beKTaMy UccnefoBaHNa AUMNNIOMHOIO NPOeKTa SBASKOTCS acneKTbl CUCTEMbI
MeHe[XXMeHTa MH(OPMaLMOHHOI 6Ge3onacHoCTy IT-koMnaHuu. Llenbio AWNIOMHOIO
NPOEKTUPOBaHUSA SBASETCA pa3paboTKa W BHEApPEeHWEe CUCTEMbl MEHe[XMeHTa
VHLUWIEHTOB MH(OPMAaLMOHHON 6e30nacHOCT 1T-KoMnaHuum.

B pamkax AUNNOMHOrO MpoekTa O6biAM NpPOaHanu3MpoBaHbl TPeGOBaHUA K
00bEKTY WCCNeA0BaHUs; OCYLIECTBAEH MOA6GOP HOPMATUBHbLIX MPAaBOBbIX aKTOB,
TEXHUYECKMX HOPMATUBHbIX MPABOBbIX aKTOB U JOKYMEHTOB B 06/1aCTV TEXHUYECKOTO
HOPMUPOBAHMS U CTaHAapTU3aUMK, YCTaHaBNMBAKOWMX TPeGOBaHWA K 3aliuTe
MH(opMaLuK; pa3paboTaHbl MOMOXKEHWUS MO MOMUTUKE YNPaBAEHUS UHUMAEHTAMU W
HeNnpepbIBHOCTM OM3Heca.

B npouecce pa6oTbl Hafg AWNAOMHbLIM  MPOEKTOM 6biM  paspaboTaHbl
MONOXEHMS MO YNPaBMAEHUIO WHUUAEHTAMU WH(OPMALUOHHOW 6Ge30MacHoOCTU W
06ecneyeHnto  HEMnpepbIBHOCTM 6GU3Heca B pamMKax CUCTEMbl  MEHeMKMEHTa
MH(OPMALIMOHHOW  6e3onacHOCTM  IT-KoMnaHuKW.  Pa3paboTaHHble  MOMOXKeHMs
CUCTEMATU3MPOBaAHbI MO OCHOBHbIM  3TamaM  WHUMWAEHTOB  MH(OPMALVOHHOM
6e30MacHOCTM - MO CTaAuAM «UAEHTU(UKALMS U OLEHKA aKTUBOB», «yMnpaB/ieHue
VHUMAEHTaMU» U «0BecrnevyeHne HenpepbIBHOCTU GU3HECca».

[VnNnoM HOCUT NPaKTUUeCKnii xapakTep.



ABSTRACT

The graduate thesis consists of 152 pages of typewritten text, 11 figures,
21 tables, 21 sources, 31 annex pages and 1]) Al illustration sheets.

ASSETS, AVAILABILITY, CONFIDENTIALITY, INFORMATION SECURITY,
INCIDENTS, INTEGRITY, RISKS INFORMATION SECURITY MANAGEMENT
SYSTEM.

The research objects ofthe thesisproject are aspects ofthe information security
management system of an IT company. The purpose of the degree design is the
development and implementation of an information security incident management
systemfor an IT company.

As part, ofthe graduate thesis, the research object requirements were analyzed,;
the list of necessary regulatory legal acts, technical regulatory legal acts and other
standardization documents (that are establishing information security requirements)
was created; provisionsfor incident management and business continuity policies
have been developed.

In the process ofworking on the graduation project, provisions were developed
for managing information security incidents and ensuring business continuity within
the information security management system of an IT company. The developed
provisions are systematized according to the main stages of information security
incidents - according to the stages of "identification and assessment of assets”;
"incident management™ and "business continuity".

The graduate thesis is applied in its nature.
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