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KNBEPBE3OMACHOCTb N UH®OPMALIMOHHAA
BE3OMNACHOCTb KOMIMbKOTEPHbLIX CNCTEM

MweHnyHaa A.A., MonosHak A.C.
HayuHblIli pykoBoauTenb: CT. Nnpenojasatesib Koeanbkosa U.A.
Benopycckuii HauMoHabHbIA TEXHUYECKUI YHUBEPCUTET

Knbep6e3onacHoCTb U MHGopMaunoHHas 6e30nacHOCTb 4acTo MCMOo/b3y-
lOTCA Kak B3auMO3aMeHsieMble MOHATMA. Ho 3TW fBa TepMMHA HE OAHO W TO Xe.
Kaxxablii 13 HWUX KacaeTCs pasnuMyHbIX BUAOB 6€30MacHOCTM, MO3TOMY BaXKHO
MOHUMAaTb, YTO O3HAYAET KaXKAbl TEPMMH, a TAKXKE PasHULLY MEXZY HUMM.

KnbepbesonacHocTb onpegensercd NIST (National Institute of Standards
and Technology) Kak «Cnoco6HOCTb 3aluLLaTh UK 3alMLLATb KCMO/b30BaHNE
KnbepnpocTpaHCTBa OT KubepaTak». [polye roBopsi, Knbepbe3onacHOCTb CBA-
3aHa C atakamu U3HYTPWU UAN CHapy)XXu opraHmsaumm. 3To cucTeMa 3alluTbl U
3allMTbl BCEr0, YTO YA3BMMO AN B3/IOMOB, aTaK UM HECAHKLMOHWPOBAHHOIO
[ocTyna, KoTopas B OCHOBHOM COCTOMT W3 KOMIMbIOTEPOB, YCTPOWCTB, CeTe,
cepsepoB v nporpaMm. Knbep6e3onacHOCTb TakKe OTHOCUTCS UCKIKOUUTENBHO
K 3alMTe AaHHbIX, KOTOpble UCXOAAT B LMPOBON (hopme — OHa creundmnyHa
AN UMGpPOBbLIX (haiAnos, YTo ABSETCS KIOUEBLIM OTMYMEM OT MHGOPMALMOH-
HoOl 6e3omacHocTu. MoaTomMy, Korga roBopsT O Knbepbe3onacHOCTW, TO aBToO-
MaTUYECKM 06CYXKAAKT LPOBYH UH(OPMALMIO, CUCTEMbI U CETH.

VHdopmaumoHHas 6e30MacHOCTb B MEPBYHO 04epeb OTHOCMTCS K 3aliuTe
KOH(MAEHLMAIbHOCTH, LeNOCTHOCTM U JOCTYMHOCTU JaHHbIX, HE3aBNCUMO OT
nx hopmbl. VIH(popMaLmoHHas 6e30MacHOCTb MOXET ObITb CBf3aHa Kak C 3alu-
TOl KapTOTEKM BaXKHbIX AOKYMEHTOB, TaK U C 3aUTOl 6a3bl JaHHbIX OpraHmnsa-
umn. VHdopmaumoHHas 6e30nacHOCTb — 3TO, B LUMPOKOM CMbIC/E, NpaKTuKa
3allMTbl AaHHbIX, HE3aBUCMMO OT KX opMbl. VIH(popmaLmoHHas 6e30MacHOCTb
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onpegensieTcs NIST kak «3awmra MHGopMaLMM U UHHDOPMALMOHHBIX CUCTEM
OT HECaHKLMOHMPOBAHHOIO AOCTYMa, UCMO/b30BaHNS, PacKpbITUS, HapyLUeHMs
paboThbl, N3MEHEHWUS WM YHUUTOXEHWNS B LEMSIX 0BECMeYveHmns: LeNoCTHOCTb,
KOTOpas 03Ha4aeT 3aluTy OT HEHAANEXALEero W3MEHEHUS WM YHUUTOXEHUS
MH(opMaLmn 1 BKIKOYAET B cebst ob6ecrneyeHne HepasrnaleHns 1 NOLAMHHOCTY
nH(opmaumn. KoHpMAeHUMaNbHOCTb, KOTOpas 03Ha4aeT COXpaHeHWe paspe-
LUEHHBIX OrpaHWYeHWn Ha LOCTYN U PackpbiTVe MH(OpMaLuK, BKIOYas cpes-
CTBA 3aLLMTbl IMYHOM KOH(UAEHLMATBHOCTM U YaCTHON nHdopmauuu; JocTtyn-
HOCTb, YTO O3HAa4YaeT 06ecrneyeHne CBOEBPEMEHHOMO W HALEXHOro LOCTYyMa K
NHhopMaLmn 1 eé Ncnonb3oBaHus». [1]

CylLecTByeT HEKOTOpOe coBMafeHue Mexay Kubepb6e3onacHOCTbO U UH-
(hopMaLMOHHO 6e30MacHOCTLI0, M 3TO BbI3bIBAET HEKOTOPYH) OMpaBhaHHYH)
MyTaHWLY B OTHOLLEHWM 3TWX ABYX TEPMUHOB.

Bonbluas yacTb MHGOPMaLUMK XPaHWUTCS B LM(POBOM BMAE B CETU, Ha KOM-
MbHOTEPE, CepBepe UM B 061ake. MPecTymHMKM MOFYT NOAYYUTb JOCTYN K 3TOW
MH(opMaumm, YTobbl UCNOMb30BaTh €8 LeHHOCTb. LIEHHOCTb AaHHbIX SBSeTCS
camoin 6o/bLIoi Npobnemoii ansa 06omx TMNoB GesonacHocTU. B o6nactn uH-
thopMaLMOHHOW 6e30MacHOCTM OCHOBHOW 3afadveil SBASETCA 3amuta KOH(u-
[eHUMaNbHOCTH, LeIOCTHOCTU U JOCTYMHOCTU AaHHbIX.

B Knbepbe3onacHOCTW MepBOCTEMNEHHON 3afayeli ABNSETCA 3aliMTa OT He-
CaHKLMOHMPOBAHHOIO 3M1EKTPOHHOI0 A0CTyna K AaHHbiM. B 06oux cnyvasx
B&)XXHO NMOHMMAaTb, Kakve JaHHble NPyY HeCAHKLMOHUPOBAHHOM [OCTYMe HAHOCAT
HambonbLUNIA yLepb opraH13almmn, NO3TOMY MOXHO CO3faTb CUCTEMY Ge3omnac-
HOCTV C Haf/eXxawyM KOHTPO/eM AN MpefoTBpaLleHUs HeCaHKLUMOHUPOBaH-
HOFO focTyna.

Mpy HaAMuYUM BbIGENEHHBIX PECYPCOB B OTAE/bHbIX FPynnax BrojHe Bepo-
ATHO, 4YTO 06e rpynnbl 6yayT paboTaTb BMECTE Hafj CO34aHWEM CUCTEMBbI 3aLly-
Tbl AaHHbIX, NPUYEM rpynna MHPOPMaLMOHHON Be3onacHOCTK ByaeT onpege-
NATb MPUOPUTETHOCTb 3alMLLIAEMbIX AaHHbIX, a Fpynna Kubep6esonacHOCTU-
paspabarbiBaTb MPOTOKO/ 3aLLMTbI JAHHbIX.

KakoBa e pasHuLa Mexay Knbepbe3onacHOCTbI0 U MH(OPMaLMOHHON 6e3-
0MacHOCTHH?

Knbepbe3onacHOCTb (DOKYCMPYeTCS Ha 3aliuMTe [aHHbIX, XpaHAWMXcS B
3NEKTPOHHOI hopme, OT KOMMpOMeTaummn 1 atak. CrneupanmcTbl No Knbepoes-
onacHocTu 6epyT Ha cebsi 60/1ee aKTUBHYHO POJib, 3aLiMLLas CEPBEPbI, KOHEYHbIE
TOYKM, 6a3bl AaHHbIX W CETW, Haxofs npobesnbl B 6e30MacHOCTM 1 HeNpaBW/lb-
Hble KOH(UIypaLum, KOTOpblE CO34aK0T YA3BMMOCTU. OHM TaKkke ONpeaenstoT,
YTO TaKOe KPUTUYECKUE [aHHbIE W TAe OHW HaxOAATCs, ONpefenstoT ux nog-
BEPXKEHHOCTb PUCKY M OLIEHMBAIOT CBS3aHHbIE C HUMU TEXHONOTUN. [2]

HekoTopble Npumepbl Knbepbe3onacHOCTy:
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o CeTeBas 6€30MaCHOCTb: MPaKTUKa 3alWWThl CETEN OT HeCaHKLMOHMPOBaH-
HOTFO JOCTYMa, HENPaBWbHOIO UCMOJb30BaHMS.

o Be30MacHOCTb NPUNOXKEHWIA: MPOLIECC, KOTOPbIM BK/OYaeT B cebd 06Ha-
PY)XEHWE, UCMpaB/eHNE W MOBbILIEHWE 6GE30MaCHOCTU MPWIOXKEHWUIA, YTOObI
MPeAoTBPaTUTL KPaXy AaHHbIX UM KOAA BHYTPU NPUOXKEHWIA.

e O6nayHad 6e30MacHOCTb: COYeTaHME MOMUTMK, 3NEMEHTOB YMNpaBneHNs,
npoueayp U TEXHONOMMIA, KOTOpble PaboTaloT BMECTe ANs 3alMTbl 06/1a4HbIX
NH(PACTPYKTYP M CUCTEM.

o Kputnyeckas WHMPaCTpyKTypa: Habop 6a3oBbIX MHCTPYMEHTOB, Mpeao-
CTaBMAOLLMX YCyru 6e30nacHOCTU, Takme Kak aHTUBUPYCHbIE CKaHepbl, Cu-
CTEMbI MPefOTBPALLEHUS BTOPXKEHUIA, aHTUBMPYCHOE NpOorpamMMHoe obecneye-
HVe 1 MHoroe fpyroe. [3]

HanpoTumB, MHopMaLMOHHas 6e30MacHOCTb CBSi3aHa € obecreveHneM 6es-
0MacHOCTU AaHHbIX B 110601 hopme B KWGEpNPOCTPaHCTBE U 3a ero npeaenamu.
To ecTb VIHTEPHET MM KOHEYHOE YCTPOICTBO MOTYT ObITh TOMbKO YacTbio 60-
Nlee LIMPOKOIA KapTWHbl. CneuuanucTsl N0 MH(OPMaLMOHHON 6e30MacHOCTM
YAEenaT 0co60e BHUMaHME KOH(UAEHUMANbHOCTY, LEMOCTHOCTM U AOCTYMHO-
CTM BCEX JaHHbIX.

VH(hopmaumoHHas 6e30MacHOCTb BK/OYaeT B Cebs Knbep6e3onacHoCTb, a
TaKxke BK/IIOYAET B cebs:

o [NpouenypHble CpeLcTBa KOHTPOASA: 9TU CPELACTBA KOHTPONA NpesoTepa-
LLAat0T, OBHAPY>KMBAKOT UM MUHUMU3MPYIOT PUCKN 6e30MacHOCTU NoGbIX thu-
3MYECKMX aKTMBOB, TaKMX KaK KOMMbHOTEPHbIE CUCTEMBI, LEHTPbI 06paboTku
JaHHbIX U faxe KapToTeyHble WKagbl. OHM MOTYT BK/IKOYaTh NPOCBELLEHME MO
BOMpocam 6e30MacHOCTM, OCHOBbI 6e30MacHOCTM, 00y4YeHMe COBMOAEHNIO Tpe-
60BaHWi1, a TaKXKe NaHbl U NPoLeAYpPbl PearpoBaHNs Ha MHUMAEHTLI.

o KOHTpO/b gocTyna: 3T 371EMEHTbI yNpaB/ieHNs OMpPeaensitoT, KoMy pas-
PeLWweéH JOCTYM M WCMOMb30BaHUE MH(OPMaLUM KOMMAHWM U KOPMOpaTUBHOM
CeTW. DTN 3NEMEHTbI YNpaBfeHWUs YCTaHaBNMBAlOT OrpaHMYeHns Ha (pusnye-
CKWI JOCTYN K BXOAaM B 34aHWS U BUPTYasibHbIA JOCTYN, TaKne Kak npusuie-
rMpoBaHHas aBTopm3aLma 4ocTyna.

o TeXHWUYECKMNIA KOHTPO/Ib: 3TOT KOHTPO/Ib BK/HOYAET B ce65 MCNO/b30BaHMe
MHOrOhaKTOPHOI ayTeHTU(IMKaLMX NOMb30BaTENS MPU BXOAE B CUCTEMY,
6paHaMay3poB M aHTUBMPYCHOMO NPOrpaMMHOro obecrneyeHus.

o KOHTpO/b COOTBETCTBUSA TPEOOBAHMAM: 3TV Mepbl KOHTPO/IA KacakoTcs 3a-
KOHOB O KOH(IMAEHUMaNbHOCTM U CTaHAAPTOB KMbep6e30nacHOCTH, HanpaB/eH-
HbIX Ha MWHMMMU3AUMIO Yrpo3 6e3onacHOCTM. OHU TpebytoT OLEHKM PUCKOB
MH(OPMaLMOHHOA 6e3omacHOCTM M 0becnedeHnst Co6MOAeHNS TpeboBaHUiA
MH(OpMaLMOHHOR 6e3onacHocTL. [4]
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[nst TOro 4ToGbl Nt060e NPeAnpUATIAE MOT/I0 AOCTOMHO KOHKYPMPOBaTh Ha
pblHKe, NPOABUIaTb CBOK MPOAYKLIMIO 33 PY6ex, He06X0ANMO He TONbKO 06-
nafatb KakKNMM-TO 6a30BbIMI S9KOHOMUUYECKUMU 3HAHWSIMIA, HY)XKHO ellé yMeTb
CMPOrHO3MPoBaTh W MPOaHanM3NpPoBaTb BCE PUCKM W MOTEpU. STO [e/aeTcs B
NepByto ouepefib AN X MaKCUMa/IbHOrO YMEHbLUEHUS, & TO U BOBCE ANs K-
Buaauun. CyllecTByeT MHOXECTBO METOAOB (WMHAHCOBOIO MMaHWPOBaHMUs, Ha
KOTOpble BO3M0XEHO peLLeHMe AaHHbIX 3agad. Cpeay HUX MOXHO BblAeNNTb
METOZ, 3KOHOMUYECKOTO aHann3a, HOPMATWBHbIA, GanaHCOBbLIX pacyeTos, fe-
HEXHbIX MOTOKOB, METOZ, MHOFOBapPUaHTHOCTY, 3KOHOMUKO-MaTeMaTUYeCcKoe
MOAENMPOBaHME, a TaKKe METOZ Ha/loroBOro NfaHWpoBaHWs U NPOrHO3MpPOBa-
HUs. B Halle Bpems BefeHne 613HEca NoyYMno OrpoMHY0 MOAAEPXKKY Cpeau
06LLECTBa, NPaKTUYECKN KaXgoe MPeAnpusaTUe CTaNKUBanoCh C CUTYyalueid,
KOr/]a HasoroBble 3aTpaThl AOCTUrAIOT TAKOro YPOBHS, UTO BO3HMKAET HEOGXOo-
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