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C 2011 r. B Pecmybnmke bemapyce nHagancs
Nepexo/] Ha HOBbIE CTAHIAPTHI KPUITO AITOPUTMOB:
XOUIMPOBaHUs,  IWHU(POBaHMs,  BBIPAOOTKH |
MIPOBEPKH DJIEKTPOHHOM TIOJAIKCH, COTJIaCOBaHUS
obmero kmoya u Jp. Ilockonbky B KpHUITO
OpPOTOKOJAX, MPUMEHIEMbIX Ha mpaktuke (SSL/TLS,
MOYTOBBIC MPOTOKONBI Ha ocHoBe CMS), s
AACHTU(UKAIINA aTOPUTMOB nctionb3yroTcess ASN.1-
CTPYKTYPBbI, BCTaJ BONPOC CTAHAAPTU3AINHU CTPYKTYP
JaHHBIX, OTIMCHIBAIONINX HOBBIE KPHUITTOTpadruieckue
QJITOPUTMBI.

Ilo sToli mpuunHE HOBBIE OEIOpYCCKHE CTaH-
JIapTel coiepkaT paszen, ommchiBatormmid ASN.1-
cTpykTypbl u uneHrudukarops (OID) Onu npume-
HSFOTCSL NIPU WCIIOJIb30BAHUM KPUITO AJITOPUTMOB.
s anroputMoB, aeiictBoBaBmmx panee (I'OCT
28147-89, CTB 1176.1-99, CTb 1176.2-99), BbIimy-
IIeH JOKYMEHT (MMEeT CTaTyc NpelBapUTeIbHOTO
crannapra) CTb I1 34.101.50 "Hudopmainronnsie
TEXHOJIOTHH U Oe30macHOCTb. [IpaBmina peructpanun
00BEKTOB MHPOPMAIMOHHBIX TeXHONOTHH". OmHAKO,
(opmanpHOE omnMcaHuWe OENOPYCCKHUX CTPYKTYD
ASN.]1 uMeeT HEOMHO3HAYHOCTA. DTH HEOJHO3HAU-
HOCTH TIPHUCYTCTBYIOT B OIIMCAaHWUHM CTPYKTYp IS
ITOPUTMOB, Cevac HANPsAMYIO HE UCIIOIb3yEMbIX B
MOMYJISIPHBIX KPHUIITO TPOTOKOJIaX, U MOTYT CTaTh
NPENATCTBUEM JUIS pealn3aliy KpUITorpaguieckux
NPUIOKECHUH TOIBKO MPU PACIIUPEHHH BapUaHTOB
NPUMEHEHHS aJITOPUTMOB.

CTHh 34101.31-2011. “HWudopManuoHHBbIE
TeXHOJIOTMH " 0e30macHOCTb. 3ammura
unpopmanuu. Kpunrorpagmnyeckne ajaropurMmsl
HPPOBAHUS U KOHTPOJIS LEJOCTHOCTH”.

B 1okymMeHTe  ONMCHIBAIOTCS  CIEAYIOIIHE
OCHOBHBIE KPHUITO aJITOPUTMBIL: IIH(pOBaHUE, BbIpa-
00TKa MMHUTOBCTaBKH, OJHOBPEMEHHO IIU(pOBaHHE
Y MMHTO3AIINTA AaHHBIX, OJHOBPEMEHHO mH(poBa-
HHME U UMHTO3aIINTA KIF0Ya, XAIIHMPOBAHHE, a TAKKE
BCIIOMOTATEIbHBIE KPUITO AITOPUTMBI PACIIUPEHUS
KITI04a ¥ TpeoOpa3oBaHus Kitoda (TIOCIeIHN Ha3bI-
BaeTcsl AuBepcU(UKaIMell KIt0Ya B TEPMHHOIOTUH,
npuHATON B PD).

Cytb OTHOBPEMEHHO muppoBaHUsL u
MMHTO3AIINTl  3aKJIIOYaeTcCsi B BBINOJHEHUH
¢ pOBaHUS U BEIYUCIICHUS] IMUTOBCTABKH 32 BPEMsI
MeHblnee, veM O(2n), rae N-00beM aHHBIX. DTH
QITOPUTMBI ~ BCTPEYAIOTCS B aKaJleMUYeCKOU
JUTEpaType, OJHAKO HE MMEIT COOCTBEHHOM
cTpykTypbl B CMS, 9T0 3aTpyaHseT UX MpUMEHEHHE
B TOYTOBBIX mpoTOKonax. C HATHKKOM Ui
YKa3aHHBIX HEJeH MOXHO HCIOJB30BATh CTPYKTYPY
EncryptedData, mnpuMeHseMyo Ui OIHCAHUS

MU(pPOBAHHBIX JIAaHHBIX, npu BHEJIPEHUN
MMHTOBCTaBKH B COCTaB IIM(POBAHHBIX JaHHBIX C
MPOBEpKOH ee mpu pacmmdpoBaHum. berxopycckuii
CTaHZapT  OJHOBPEMEHHO muppoBaHUs U
MMHTO3AIINUTH IMEET CIEAYIONIYI0 OTINYNTEIbHYIO
O0COOCHHOCTh - B HEM 3alUIaeMOe COOOIIeHNe
JIETIUTCS] HA JIBE YacTH: KpUTHIecKoe coobmenne X
(xoTopoe mpeacTouT 3amm@poBaTh M y4eCTb IMpHU
BBIYMCIIEHMH  MMHUTOBCTaBKM) U OTKpBITOE
cooOmenne | (KoTopoe HCIONB3yeTcsl TOIBKO IMpU
BBIYHMCIICHMH MMHUTOBCTaBKHM). [Ipu TakoM mopaxoxe
HEMOHSATHO  Kak  KCIOJb30BaThb  CTPYKTYPY
EncryptedData mis sroro amropuTMa: B HeH HeET
OTAEIBHBIX moJier it X 1 |. MOXHO ITPeAToNoKnTh,
YTO B TaKOM ciy4ae | JomkHO OBITh mapaMeTpoMm (He
BXOJHBIMH  JIJaHHBIMH) CaMOIo aJIropuTMa, H
BKJIIOUYaThest B cTpykrypy Algorithmldentifier ero
ONMCaHus (BMECTE C MapaMeTPOM CHHXPOIOCBUIKH).
OnHako B cTaHAApTE PO 3TO HE TOBOPUTCS HU CIIOBA.

AJNTOPUTMBI  OHOBPEMEHHO IMH(POBAaHUSI U
MMHTO3AIIUTBl KIIIOYa SIBJISIOTCS Pa3sHOBHIHOCTHIO
anroputMoB 3amuTel  kmouda (KeyWrap), npu
KOTOPOH McCTonb3yeTcs MmuppoBaHUE AT COKPHITHS
KJII04Ya U BBIPaOOTKA MMHMTOBCTABKH JISI KOHTPOJIS
€ro UEJOCTHOCTH. AJITOPUTMBI HMEIOT MpPSIMOe
npeodpazosanue (B cranpapre CTh 34101.31-2011
OHO Ha3bIBACTCS AJITOPUTMOM YCTAHOBKH 3aIUTHI) U
obpaTHOE (anroputm CHATHSA 3aIIUTHI).
JuBepcudukanys kiroda (mpeodpa3oBaHue KiIo4a B
oenmopycckoil (HhOpMYITHUPOBKE) IMpeaHA3HAYCHA IS
MOPOKJCHUS. HOBOTO KJIIOYAa Ha OCHOBE CTapoOro M
JIOTIOTHATENbHOW mHpOopMaruu, HazsiBaecMorn UKM
(User Keying Material). B anropurmax 3aiiurhl u
JUBepCcUUKALNY KITI0Ya OH MPEICTABIAETCS TOJIBKO
CBOMM 3Ha4Ye€HHEM (HampuMep, B aJTOPUTMax
mmdpoBaHusa). bemopycckue CTaHOApTH HMEIOT
0COOCHHOCTh: B alTOPUTME  OJHOBPEMEHHO
MU(GPOBAHUS U UMHUTO3AIINTHI KIIIOY ONpEIeNseTcs
HE TOJBKO 3Ha4eHHeM X, HO M 3aroyioBkoM |, a B
ITOpUTME AMBEpCU(PHKAMK enie W ypoBHeM D.
Cpazy BCTaroT BOMPOCHL:

1) Ecmu xmou mwddpoBaHUS OMpeAessIeTCs
tpoiikoit (D, I, X), To kak BOCCTAaHOBUTH YpOBCHb
xmoya D mocme cHATHS 3ammTBl  KITIOYa, €CIH
napameTp D BooO1e He purypupyer? 3HaUHT JIH 3TO,
yTo ypoBeHb D momkeH ObITh mapameTpom
IToOpuTMa CHATHA 3amuThl  Kmowa?  Jlanee,
QITOPUTM  CHATHS  3allUTHl  KiIo4a  Tpedyer
ampUOPHOTO 3HaHMs 3aronoBka | Kiroya s
MIPOBEPKH €ro IIEJIOCTHOCTH. 3HAYHUT JIM 3TO, YTO
3aronoBok | Tarke moIKeH OBITH MapamMeTpom
ITOPUTMA CHSATHS 3aLUTHI Kiroya?
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2) Ecmm xmod muQpoBaHUS ONPEACIACTCS
napoii (I, X), To ypoBenp D xioua noymkeH ObITH
[apaMeTpoM aaropuTMa IUBepCcHU(UKaNUM KiIIodYa.
OmHako B 3TOM Cilydae HE COBCEM KOPPEKTHO
TOBOPUTh MMEHHO 0 mapamerpe D kak o0 yposue
kmova. Cxopee, 3TO yxe Iapamerp KIIOYEBOMH
cucteMbl. Kpome Toro, Bompoc o 3aronoBke | kxak
napaMerpe aiIropuTMa CHSATHS 3allUTHl  KIJII0Ya
OCTaeTCsl aKTYaJIbHBIM.

3) Ecam wimou mmdpoBaHUS ONPEICTIICTCS
TOJIBKO CBOMM 3HaueHHeM X, TO JJs aJropurMa
3alMThl  KJOYa 3arojoBok |  nomkeH  ObITh
rapamMeTpoM  JIropurMa, a s ajJropuTMa
JIUBepcUpUKAMK TaKUMH TapaMeTpaMy JJOJDKHEI
ObITh 3aroioBok | m yposenp kmoda D. Dto He
BBITJIIMT MPABWJIBHBIM, ITOCKOJBKY mapamerp | (B
MeHbIel crenienn D) sBisercs arpubyToM Kiroda, a
HE alrOpUTMA.

OTH coOOpaKeHHWs BIHMAIOT HA TO, KakKHe
napameTpel coepxKaTcs B CTPYKTYype
Algorithmldentifier OIMCaHUs ANTOPUTMOB
OTHOBPEMEHHO INU(POBaHUS W  HMMHUTO3ALIUTHI
(mpssmoro u  obpaTHOro mpeoOpa3oBaHHA) U
muBepcudukarmu  kimoda. B cranmapre CTb
34101.31-2011 cka3aHo, 4YTO TMpH YyKa3aHHH
mapametpoB | u D B ctpykType Algorithmidentifier,
OHH JOJDKHBI TipenctaBisaTbes B Buae ASN.1-tuma
OCTET STRING, oatoro Hemocrato4Ho (mpu

OJTHOBPEMCHHOM HCIOJIb30BaHUH HEMOHATEH
MOPSIIOK CIICTOBAHMSA).

CTb 34101.45-2013. “HudopmanmnoHHbIe
TEeXHOJIOTMH U 0e30MacHOCTb.  AJITOPUTMBI

3JIEKTPOHHOI HU(POBOH MOANUCH U TPAHCIOPTA
KJII0YA HA OCHOBE YJLUIHNTHYECKUX KPUBBIX”.

B nokymeHTe OMMCHIBAIOTCS OCHOBHBIC KPHIITO
aJTOPUTMBI: BBHIPAOOTKAa M TPOBEPKA DIEKTPOHHOM
MIOATIHCH U alTOPUTM TPaHCTIOPTA Kiroda. TpaHCcTiopT
KItoya uMeeT TnpsMoe npeobpazoBanue (B CTh
34101.45-2013 Ha3pIBacTCS ANTOPUTMOM CO3JaHHUS
TOKEHa KJIto4a) 1 oOpaTHoe (pa3bop TOKeHa KIIIoYa).
YacTpio anroputMa TPaHCIOPTA KIFOYA SIBIIACTCS

VJIK 535.24

ITOPUTM OJHOBPEMEHHO IIU(POBAHNUA U UMHUTO3a-
IMUTHl KiIroya. Ilo3ToMy BOIpOCHI, CBSI3aHHBIE C
MHTEpIpeTalel KIo4a IUQpPOBaHUI U3 MPEbIay-
IIEro paszena, akTyaJIbHbI U B KOHTEKCTE TPaHCIIOpTa
kiroya. [TockosbpKy omucaHue TpaHCHOpTa KIIOYa B
crpykrype Algorithmldentifier mms mouroBsix mpu-
noxeHuit u mporokona SSL/TLS sensercst kputuy-
HeiM, B cTannapre CTb 34101.45-2013 Bo uzbexa-
HHUE HEOJHO3HAYHOCTH IBHO YKa3bIBAETCs, UTO “noje
parameters donoicho pasusamucs NULL, a 3aeon060k
/ mpancnopmupyemozo Kuoua nonazamvcs pagHviM
0...0”.

[TosTOMY BCTarOT ClielyIONIHe BOIPOCHI:

1) Ecmm xmo4 I1mddpoBaHUsS OIpeneIseTcs
tpoiikoir (D, I, X) wmmm maporr (I, X), TO
(GopMynHpOBKa  OTpaHMYHMBACT  HCIIOJIb30BAHHE
aNrOpUTMa TPAHCIOPTA IJISl TIOYTOBBIX MPHIIOKEHUH
u mportokonma SSL/TLS wmouamu C HYJIEBBIM
3arosioBkoM. Kax B mepBoM BapnaHTe BOCCTaHOBHUTH
ypoBeHp Kitoua D mociie BBIMOJIHEHHS anropuTMma
pa3dopa TOKeHa KJlo4a, eciu B HeM mapamerp D
BoOOIIE HE hurypupyer?

2) Ecmm xmod mudpoBaHUS OMPEAENACTCS
TOJILKO 3HaUCHHEM X, TO 3aroJIOBOK | Kiltoua JoJnKeH
OBITh TapaMeTpoOM TpaHCIOpPTa U (OPMYIHPOBKA
OTpaHWYMBaeT  HCIOJIB30BaHME  mapamerpa |
ITOPUTMa TPAHCIIOPTA B MOYTOBBIX IPHIIOKCHUIX H
MIPOTOKOJIE SSL/TLS TOJIEKO HYJICBBIMU
3HAYCHHUSAMH.

Ha mam B3rsin, 6onee TOruaHO OBLTO OBI B ITOJIE
parameters ctpykTypsl Algorithmldentifier mome-
watb He NULL, a ctpykrypy Algorithmldentifier s
ONHOBPEMEHHO INU(QPOBaHUS W  HMMHUTO3ALIUTHI
KJIFo4a (ECTECTBEHHO, Mociie ee popMasbHOro onuca-
HHUsI, HE IOMYCKAIOIIEro HEOHO3HAYHOCTEH).

B 3akiroueHne 3aMeTHM, YTO HCIPABICHUE YKa-
3aHHBIX HEJOCTaTKOB OBLIO OBI MpOIIEe MPOU3BECTH,
ecmu OBl OelopyccKkue CTaHAapThl OIMCHIBAIN
TOJBKO KpUNTOrpadMueckue ajlropuTMBI, a WX
ASN.1-CTpyKTypHI ¥ HCTIONB30BaHKE B paMKaX KPHUII-
TOorpaMueckux MPOTOKOJIOB OBLIO OBl OIKMCAaHO B
otaenbHOM okyMeHTe (ctanaapre uinu RFC).

CO3JAHUE HAHHOHAJIBI—!OFI 3TAJIOHHOM BA3bI BEJIAPYCH
JJIA CHIEKTPOPAJUOMETPUYECKOHU KAJIMBPOBKHU OIITUYECKOU ANIITAPATYPBI
JUCTAHIIMOHHOI'O 30HAUPOBAHUSA 3EMJIN
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BrinonHeHne HallMOHATBFHON KOCMHUYECKOUW Mpo-
rpaMMbl W pa3BUTHE benopycckoi KOCMHYECKOM
CHCTEMBI JUCTAHIIMOHHOTO 3oHmupoBaHus (J13)
3eMIIH BBIZIBUTAIOT 3a7[a4d METPOJIOTHIECKOTO 00ec-
MIEYCHUSI CTICKTPATLHO-IHEPTETHIECKUX KaTHOPOBOK
a9POKOCMHUYECKUX CHCTEM. DTO OOYCIIOBICHO TEM,
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9TO CIEKTPOPAJUOMETPHUUECKHE W PagHOMETpHUE-
CKHE W3MEPEHUsS] WIPAIOT 3HAYNMYIO DOJb CPEaH
METOJIOB M CPEJCTB U3MEPEHHH, HCIIONB3yeMbIX B /13
(reonH(pOPMAIMOHHBIE CUCTEMBI, IPOM3BOICTBEHHO-
X03siicTBEHHAsI HHPACTPYKTYPa, CEMBCKOE U JIECHOE
XO3SHCTBO, OKOJOTHSl, MOHHTOPHHI M KOHTPOJIb





