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HEKOTOPBIE BOITPOCBI HCITIOJIb30OBAHUA CBEPTOYHbBIX
HEWPOHHBIX CETEU JJIAA IETEKTUPOBAHUA KJIIOYEBBIX
TOYEK HA U3OBPAKEHUU

bapanos M. /1.
Hayunsiit pykoBogutens — FOpunok B.U., k.T.H., JO1IEHT

[leapto  mamHOW  pabOTHI  SBISETCA  WCCIEIOBAHWE  BO3MOXKHOCTU
UCIIOJB30BaHUSl  CBEPTOUHBIX HMCKYCCTBEHHBIX HEHPOHHBIX  CE€Tel s
JETEeKTUPOBAHUS KIFOUEBBIX TOUEK Ha M300paKeHUH, UTO B JATbHEHIIIEM MOXKET
NPUMEHSATHCS 711 paclo3HaBaHUsI OOBEKTOB HA M300paXKEHUSX, @ TAKXKE TS UX
cpaBHeHMs. B maHHON paboTe pacCMOTpPEeHBI OCHOBHBIC MPUHIUIBI PAOOTHI
CBEPTOYHBIX HEMPOHHBIX CETEN U MOCTPOEHUE MATEMATUYECKUX MOJIEIIEH.

Meton moucka KIIFOUEBBIX TOYEK JABHO NPUMEHSETCS IS paclo3HaBaHUs
00BEKTOB Ha M300paKe€HUU. DTOT METOJ ILIUPOKO HCIOJIb3yeTcss B cdepe
pacro3HaBaHUsl JIOJEH, B CHCTEMAax BHUJCOAHAIMTUKU. lcnonp3oBaHue
HEHPOHHBIX CETel MOXKET cenaTh JaHHbIA MeTOJA Oojiee TOYHBIM, a TaKXKe
00Jiee YCTOMYUBBIM K PAa3IMYHOTO POJIa UCKAXKEHUSAM, YTO MO3BOJIUT MPUMEHSITh
JTAHHBIN anroput™m Oosee mupoko. Llenpro Haielr pa®oThl ObLIO HE TOJIBKO
HallMCaHWE MAaTeMaTUYeCKOW MOJENN, KOTOpas I03BOJUT JETEKTUPOBATH
KJIFOYEBBIE TOYKH, HO M HCIIOJIb30BAHUE B KA4YE€CTBE BBIXOJHBIX MMAPaMETPOB
HEHPOHHOW CETH HE KOOPAMHATHI KIIOYEBBIX TOUEK, KAK 3TO JENAJIOCh paHee, a
TEH30pa BEPOSITHOCTH HAXOXKAEHWs JAaHHOW KIIIOYEBOM TOYKM B YKA3aHHOU
KoopauHate. JlaHHBIA MMOAXOJA MO3BOJWI YBEIUYUTH TOYHOCTH MOJIEIH.
Heiiponnass cetrp Oblla 00ydeHa Ha JAETEKTHPOBAaHHE KOOPAMHAT YIJIOB
HOMEPHBIX 3HAaKOB aBTromoOusnei. CpenHsis ommbOKa Mo BCel BaJIMIaLIMOHHOM
BbIOOpKE cocTaBmiia 1.25 nukceneit, mpu ckopoctu padoTsl 40 MUIUIMCEKYH]T Ha
kanap. Tak »xe B JaHHOW MoJenau ObLI peaTu30BaH BEPUPUKATOP, KOTOPHIA MOT
Obl OTBeuYarb 3a HaJIMYWe MCKOMOTO OOBbEKTa Ha IMOAaBAEMOM H300paKeHUHU.
Monens 6bl1a peanuzoBaHa Ha (pperiMBopke torch7.

[loaxona, mpy KOTOPOM BMECTO KOOPAMHAT KJIFOUEBBIX TOYEK HMCIOJIb3YETCS
TEH30p BEPOSTHOCTH, MOKa3aJl Jydlled pe3yibTaT. Takke TOYHOCTh pPabOThI
BepudukaTopa coctaBuia 99%, 4ro ropasno ymnpormiaer orcenBanue background
n3o00paxenuil. [lonxo neTEKTUPOBAaHUSA KIIIOYEBBIX TOYEK C UCIOJIb30BAaHUEM
HEHPOHHBIX CETeM TMOKa3bIBaeT ce0s KakK alropuTM, HMEIOIUN OOJbIION
[IOKa3aTellb TOYHOCTH B COYETAaHUU C OBICTPOAEHCTBUEM, YTO IO3BOJISET
UCIIOJB30BaTh  JAHHBIA  QITOPUTM B CHUCTEMAax  HHTEIUJIEKTYallbHOTO
BUJICOHAOIIIO/ICHUS] B PEKUME PEAIbHOTO BPEMEHH.
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AJITOPUTMBI IIA®POBAHUS, OCHOBAHHBIE HA TAHHBIX

Cryxanbckuii A.JI. Pomanenko P.A.
Hayunsrit pykoBogutens — @egocuk E.A., pus.-mat. Hayk, JOLEHT.

CymiecTByeT OOJIBIIIOE KOJWYECTBO aAJITOPUTMOB IMIHQPPOBAHUS.
MHorue U3 HUX ycTapeiau U He MPUTOAHbI AJii ucnonb3oBanus. [Ipuunna B
TOM, 4YTO TMPOU3BOAUTEIBHOCTh  BBIUMCIUTEIBHBIX — CHCTEM  pPacTeT
skcroHeHMansHo  (3akorMypa). [lpumuem  mpoOIeMbl - BO3HHKAIOT
MIOCJIEIOBATEIBHO U CO BCEX CTOPOH: C YBEIMYEHHUEM IPOU3BOIUTEIBHOCTU
YMEHBILIAETCSl BPEMSI B3JIOMa, a JJIsl YCUJICHUS aJITOPUTMOB MTPUMEHSIIOTCS] BCE
Oosiee CIOXKHBIE METOJIbI, KOTOpble TPeOYIOT OOJBLUIUX BBIYUCIUTEIBHBIX
3arpar.

CamMbIM BOCTPEOOBAaHHBIM U _ PACHPOCTPAHCHHBIM  aJTOPUTMOM
mupPoBaHUS HA TPOTSHKCHHWH JUTUTEIBHOrO  TEepHUOoJia BPEMEHHU SBIISCTCS
Advanced Encryption Standard (AES). Tem He menee HamexHocTh AES
BBI3BIBAET COMHCHHUS B CBSI3U C €O MIPOCTBIM MaTEMaTHYECKUM OITMCAHUEM.

Jnst pelleHMs BO3HUKAIOMIMX MpoOJieM, aBTOpamMu pazpadoTaHa
KOHLIENIMA JIWHAMUYECKHX airOpUTMOB. [l MPOCTOTHI TMOHUMAaHUs
KOHIICTIIIUA MOXHO BOCTOJIB30BaThCsl Teopueit cucrteMm (Yepnsiitdnuk). Bero
CHUCTEMY MOJKHO MpPEICTaBUTh, KaK «YEPHBIN SIIIUK» CO BXOAOM U BBIXOJIOM.
Cama peanuzaiusi «4€pHOTO SIIUKa» TaKXKe MPEJCTaBIsETCS B BUJE Habopa
«UYEpHBIX SIIUKOBY». AHANM3HpPys KaXAyKH 4YacTb B OTACIBHOCTH MOMKHO
O0OHApYKHUTh AJIEMEHTHI C TPOCTON 3aBUCUMOCTBIO TI0 OTHOIIIEHUIO K JAPYTHUM.
ABTOpPBL  IIPEAJIaTalOT TMPEJCTABIATh TOMOOHBIC DJJIEMEHTHI B KadeCTBE
CaMOCTOSITEJIbHBIX JIOTHYECKMX YacTeh. Takom mMoAxXxoJ HMEET MHOIO
MPEUMYIIECTB, TIABHBIM M3 KOTOPBIX SIBJISETCS THOKOCTh CHUCTEMBI. 3aMEHSIS
OJIMH WJIM HECKOJIbKO 3JIEMEHTOB CHCTEMBI JMOO HMX MOPSAJIOK Ha BBIXOJIE
MIOJIy4aeM HOBYIO cuctemy. lIpuMedarenbHO, 4TO HAIMYUE HECKOJIBKUX
3aMEHSIEMBIX JIEMEHTOB YBEJIMYMBAET CJI0KHOCTH B3ioma. HecMmotps Ha To,
YTO CTPYKTypa CHCTEMBbl HE M3MEHWIACh, pPE3YJNbTAaT IOJYYECHHOU
KPUIITOCUCTEMBI OyAET KapAHMHAJIBHO OTJIMYATCA OT mpenbiayuiero. Teopus
CHCTEM TO3BOJISIET PACCMOTPETh AJIbTEPHATUBHBIM MOJIXOJA: BMECTO 3aMEHBI
yacTel CHUCTEMbl MOXXHO BHECTM B CHUCTEMY HM3MEHUYMBBIE DSJIEMEHTBHI.
[ToBeneHne Takoro AMEMEHTA 3aBUCUT OT €r0 TEKYIIETO COCTOSHUSL.





