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Ha ceropmsiminmii feHp mpobiemMa OOHapyKEHUSKOMIIBIOTEPHBIX BHUPYCOB
JOCTATOYHO aKTyaJbHa. B cBA3u ¢ 3TUM OBLIO CO3JAaHO JIOCTATOYHOE
KOJIMYECTBO METOJOB M CIOCOOOB JUIf YHNPOIUEHUS JAaHHOTO IOMCKa. Taxkum
00pa3oM, IIpeyIaraeTcst pacCMOTPETh HEKOTOPBIE U3 HUX:

1. Cranuposanue.

CxaHupoBaHME SBJISIETCS CaMbIM IIPOCTBIM METOJOM IoHcCKa BupycoB. OH
OCHOBAH Ha IIOCJIEA0BATEILHOM IIPOCMOTPE MaMATH KOMIIBIOTEPA, 3arpy30UHbIX
CEKTOPOB U ITPOBEPSEMbIX (hailJIOB B IIOUCKE CUTHATYP M3BECTHBIX BUPYCOB. Jlis
9TOr0 HEOOXOAMMO TIIATENHFHO W3YYUTh NPUHIMI pabOThl BUpYyca M CPABHUTH
IIPOrpaMMBbl, 3apaKEHHbIE JaHHBIM BHPYCOM, M HE€3apaKEHHbIE NPOTrPaMMBIL.
CurHatypa BHUpyca — OTO YHHKalbHas IIOCIEIOBaTEIbHOCTh OalTOB,
IpUuHaUIe)Kalas BUpyCy U HE BCTPEUAIOIIAsACA B APYTrUX nporpammax.

2. Konmponw yenocmuocmau.

KoHTpomnb 11€10CTHOCTH OCHOBaH Ha BBINOIHEHHH MPOLELYpPhl MOCTAHOBKU
Ha y4€T W NpOLEAYpbl KOHTPOJIA IOCTaBjleHHOro Ha Yy4d€r.Ilpu BHexpeHuu
BUpYyca B KOMIIBIOTEPHYIO CHCTEMY IIPOMCXOAST M3MEHEHHMs B CHCTEME.
Hampumep, n3meneHne o0bEMa JIOCTYIHOW ONEPATHBHOW MaMsTH, U3MEHEHHE
3arpy304HbIX CEKTOPOB AWCKOB, H3MEHeHHs camux (aiinos. [{ng BemeHus
KOHTpOJISI JTOCTaTOYHO 3allOMHHUTH XapaKTEPUCTHKH, KOTOPBIC IOIBEPraroTcs
W3MEHEHHMSM B peE3ylnbTaTe BHEAPEHUs BHpYyca, a IOCiIe INEepPUOIUIECKU
CpaBHHUBATh 3TH XapaKTEPUCTUKH C JEHCTBYIOIMMHU IPOrpaMMaMH.

3. Memoo pesudenmmnozo cmopooica.

Meron ~ pe3WAEHTHOIO  CTOpOXXKa  HANpaBIeH  HAa  BBIBJICHHE
«TOAO3PUTENBHBIX»  NEHCTBUI  MONb30BaTelNbCKUX  nporpaMMm.K  Takum
JNEHCTBUSAM MOXKHO OTHECTH 3alMCh Ha JHUCK MO aOCONIOTHOMY ajpecy,
(opMaTHpOBaHNE IUCKA, W3MEHEHHE 3arpy304HOr0 CEKTOpa, W3MEHEHHE WM
NIEPEUMEHOBAHNE  BBINOIHAEMBIX POrpaMMHU  JIp. Ilpu oOHapyxeHHn
«TIOZI03PHUTENHHOT0» ACHCTBUS 3alUTHAS IPOrpaMMa IPHCHIIAET yBEIOMIICHUE
TIOJTE30BATEIOIS TTOYIEHHUSI €r0 COTJIACHS WM OTKa3a Ha BBITIOJIHEHNUE TAaKOT0
JENCTBUS.

4. Bakyunupoganue npocpamm.

Meron BakIMHHPOBAHMS TIPOTPaMM 3aKIFOYAE€TCsl B JONMMCHIBAHUM K
WCTIONHAEMOMY (paiiTy OMONHUTETHHON MOMIPOTrpaMMEIL, KOTOpas IIepPBOMH
MOTydaeT yOpaBiIeHWEe NpH 3amycke ¢aia ¢ BBHIIOJHSIET MPOBEPKY
LEJIOCTHOCTHU NMPOrPaMMBL.



K cnocobam MIPOTUBOJEUCTBHUA KOMIBIOTEPHBIM BHpPYCaM OTHOCAT
MpOoUIIAKTHKY 3apakeHHs] KOMITBIOTEPA, BOCCTAHOBJICHHWE MOpPaXKEHHBIX
00BEKTOB M aHTUBUPYCHBIE IPOTPaMMBL.

Jnst oOHapyXeHHsS W 3allUThl OT KOMIIBIOTEPHBIX BUPYCOB pa3paboTaHo
HECKOJIbKO ~ BHJIOB  CHEUHANbHBIX  INPOrpaMM,  KOTOpBIE  ITO3BOJISIOT
O0Hapy)XMBaTh M YHHYTOXKaThb KOMIBIOTEpHBIE BUPYCHL. Takhe NPOrpaMMbl
Ha3bIBAIOTCaHmMuUpycuovimu. JIpaKTHIecKn BCE aHTHUBHPYCHBIE IPOTPaMMBI
o0ecreuynBaroT aBTOMAaTHYECKOE BOCCTAHOBJICHHE 3apaKEHHBIX NPOrpaMM H
3arpy304HbIX CEKTOPOB.

Paznuyaror cienyroniye BUibl aHTUBUPYCHBIX TIPOrPaMM:

1. Ilpoepammer-ghazu (cxanepwr).

[IporpamMmbI-parv OCYIIECTBIISIOT TOMCK XapaKTEPHOM JUIsi KOHKPETHOTO
BUpYCa CHTHATYpbl IyTEM CKaHUPOBAHUS OMNEPAaTHBHOW HaMATH U (ailioB M
BBIJJAIOT  COOTBETCTBYIOIIIEE  COOOLIeHWE Tpu  OOHapyxeHuW. JlaHHBIE
AQHTUBHMPYCHI HE TOJBKO HAXOAT 3apakEHHbIE BUpycaMHu (ailibl, HO U yIAJSIOT
u3 ¢aiina Teno nporpaMMbl-BUpyca, Bo3Bpamas Gailiil B HCXOJHOE COCTOSHHE.
[Tporpammbl-haru SIBISIOTCS YHHBEPCAJIBHBIMH, OIHAKO HMEIOT HEOOIBIIYIO
CKOpOCTb IIOMCKA BHUPYCOB M OTHOCHTENBHO OOJIBIINE Pa3Mepbl aHTUBUPYCHBIX
6a3.Haunboneenssectusienporpammbl-garu:  Aidstest, Scan, NortonAntivirus,
Doctor\Web.

2. Ipocpammei-pesuzopwi (CRC-craneput).

[Mpunnun padorer CRC-ckanepoB ocHoBan Ha noacyére CRC-cymm (komoB
LUKIMYECKOr0 KOHTPOJA) AT IPUCYTCTBYIOIIMX Ha IHcKe (ailioB. 3aTeM
CRC-cymMBI coxpaHsitoTcsi B 0a3ze JaHHBIX aHTHBHpyca. [Ipu mocnemyromeM
3amycke CRC-ckaHepsl CBepslOT TaHHBIE, COAEpKammecs B 0a3e JaHHBIX, C
peanbHO MOACYMTAaHHBIMH 3HadeHWsMH. Ecom wuHbopmamus o  daiine,
3amucaHHas B 0a3e JaHHBIX, HE COBIIAJIAeT C pealbHbIMU 3HaueHUs MU, To CRC-
CKaHepbl CHTHAJM3MPYIOT O TOM, 4To (aili ObUT HM3MEHEH WM 3apaxkéH
BupycoM. K umcimy CRC-ckaHepoB OTHOCHTCS HIMPOKO PacIpOCTpaHEHHAs B
Poccun nporpamma ADinf (AdvancedDiskinfoscope) u peuzop AVP Inspector.
Bmecre ¢ ADinf npumensiercs nedammit  moayiab  ADinfCureModule
(ADinfExt).

3. Ilpocpammui-O10KUPOGUUK .

[TporpaMMbI-OJIOKMPOBIIUKKA ~ SBISIIOTCS  PE3WICHTHBIMU — MPOrpaMMaMH,
MepEeXBaThIBAOIINECUTYAllMN,  NpENNoNaralonye  Haaudhue  BUpyca, U
coobmaroie 00 STOM  TOJdb30BaTeNmto. JlaHHBIE TIPOTpaMMBI  UMEIOT
CHOCOOHOCTh OOHAPYKEHUSI U OCTAHOBKHM BHpYyCa Ha CaMOW paHHEW CTaIuH €ro
pa3mHOXKeHus. OfHaKo OHM He «Jjedar» (ainel U AUCKH. [ yHHYITOXeHHS
BHpYCOB TpeOyeTcs TpHMEHATh JApyrue IporpamMMbl, Hampumep ¢aru.



Hawnbomnee pacnpoctpaH€HHBIM OJIOKMPOBIIMKOM sIBJIsieTcss BCTpoeHHast B BIOS
3ammra ot 3anucu B MBR Bunuecrtepa.

4. IIpocpammbl-umMmyHu3amopbol.

[IporpaMMBI-UMMYHH3aTOPBl — O3TO MPOrpaMMBbl, IPEAOTBPALIAOIINE
3apakeHue (aiioB. VIMMyHHU3aTOpBI NIENATCS Ha [Ba THIIA: WMMYHHU3aTOPHI,
coo0IIaroNye 0 3apaKeHWH, U HMMMYHH3ATOpBI, OJOKHPYIOIINE 3apakeHHe
KaKuM-TTMOO TUIIOM BUpyca.AMMyHU3amMOpbl, COOOWawWue 0 3apadceHuu,
0OBIYHO 3aNMCHIBAIOTCS B KOHEI (aifja ¥ MpH 3amycke 3Toro Qaina Kaxaslid
pa3 IpoBEPSIIOT €ro Ha U3MEHeHUe. MMMyHU3amopsl, OI0KUpyIowue 3apasxicenue
KaKum-1ub0 munom eupyca, 3allUINAIOT CHUCTEMY OT IIOPaXEHHs BUPYCOM
OIPEe/IETIEHHOrO THIA, MOTUPUIUPYS MPOrpaMMy WM AWUCK TakuM o0pazoM,
YTOOBI 3TO HE OTPaXKaJIOCh Ha UX PadoTe, a BUPYC MPH ATOM BOCIPHUHUMAET UX
3apa)KEHHBIMU U TIOITOMY HE BHENIPSETCS.

CylecTByeT CIEKTp NPOrpaMMHBIX KOMIUIEKCOB, MpeIHa3HA4YEHHBIX JUIs
NpoUIAKTHKH 3apaKeHUs] BUPYCOM, OOHAPYKEHUs] M YHHUUTOXKEHHS BUPYCOB.
K naubonee pacrpocTpaHEHHBIM aHTHBHPYCHBIM HPOrPAaMMHBIM KOMILIEKCAM
OTHOCSITCS:

» antuBupyc Kacnepckoro (AVP) Personal;

» anruBupyc Dr.Web;

e aHTHUBHpYC SymantecAntivirus;

* antuBupyc McAfee;

» antuBupyc AntiVirPersonalEdition.

Haubonee MOIIHBIMH  aHTUBHPYCHBIMH  KOMIUIEKCAMHM M3  JIMHEEK
MPOM3BOJIUTENCH AHTUBUPYCOB, BXOjsliMe B kiacc InternetSecurity, Ha
CETONHSAIIHUHN 1eHb SABISIOTCS:

» PandalnternetSecurity 2012;

» Dr.Web 7.0 SecuritySpace;

« ComodolnternetSecurityPro 2012;

» KasperskylnternetSecurity 2012;

« EmsisoftinternetSecurity Pack;

+ Eset NOD32;

» Avast 7 InternetSecurity;

+ Avast 7 FreeAntivirus;

» AuviralnternetSecurity 2012;

+ AviraFreeAntivirus.

VY KaXAOro THMA aHTHBHPYCHBIX MPOrpaMM €CTh CBOM JOCTOMHCTBA H
HemocTaTki. OAHAaKO KOMIUIEKCHOE HCIHOJB30BAHHUE HECKONBKHX —THUIIOB
AQHTUBHPYCHBIX IIPOrPAMM MOKET IPUBECTH K )KEIAEMOMY PE3yJIbTaTy.





