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Ceifyac TOMyJSIPHOCT KPUIITOBAJIOTHI BO3pacTaeT, M uisi €€ I00bYu
MIOMHUMO MOIIHBIX KOMIBIOTEPOB TaKke TpeOyeTcs MOBBILICHHBIH pPacxon
anexTposHepruu. I[losToMy Uit TOro, 4roObl HE CTaTh KEPTBOW YEPHBIX
MaiiHepoB, HEOOXOIMMO WMETh MpEICTaBlIeHHE O YEPHOM MaiHUHTE U
MalHUHIE B LIEJIOM.

MaiinuHr (0T aHII. mining — J00BIYA MOJE3HBIX HMCKOMAEMBIX) — 3TO
J00bIYa  Kpunmoeanomsl € HCIONB30BAaHWEM MOIIHOCTEH CIENUaIbHOI0
obopynoBanua. B cBolo ouepenb, KPUINTOBAJIIOTA — 3TO Pa3sHOBUIHOCTb
(POBBIX JIEHET, B OCHOBE KOTOPOHM JIGKHUT TEXHOJIOTHsS Kpunrorpaduu, TO
ecThb mudpoBanus JaHHbIX. OHA He UMeeT (PU3UUECKOro O0JIMKa, a CYLIECTBYET
TOJIBKO B 2JIEKTPOHHOM BHJE.

Just  Toro 4TroObl OCYIIECTBIATH MAMHUHI KPHUNTOBAIIOTHI, HYXHO
pacnonarate MouHbIM 1K, cnenmanbHoi mporpaMmoit 1 HaI&KHBIM CEPBEPOM.
Tem He MeHee, W3 roga B TOA MaWHMHT YCIOXKHSETCA, a KOHKYPEHLIMS
Bo3pacraer.B HacTosmMii MOMEHT JiIsl OJJHOM TpaH3aKUuK TpeOyeTcs Oobloe
KOJIMYECTBO 3JeKTpodHepruu. CorimacHo moAcuéraM 3KCIEepTOB, IPHUMEPHO
yepe3 2,5 roja pacxol MEKTPUUECTBA HA TEHEPUPOBAaHIE KPUIITOBAIIIOTHI OyAeT
SKBUBAJICHTEH TOJ0BOMY IIOKa3aTENI0 SHEPreTUYEcKOro MHOTpeOsieHHs Takoi
HeOOoNpIIol cTpaHsl, Kak JlaHus.

PocT kxypca KpHUIITOBAIOT U PacXoJ0B Ha UX JOOBIYY aBTOMAaTHYECKH BICUET
3a co0OH pPacrpoCTpaHEHHE HEYECTHBIX CIOCOOOB MAifHMHIa — OT IOKYIKH
KOHTpabaHOHOTO OOOPYIHOBaHUS [UII MaWHUHT-(pEepM [0 TOAKIIOYEHUS K
AJIEKTPOCETH B 00X0n CUETIMKOB. TakuMm oOpa3oM, Y€pHBIH MallHUHI — 3TO
J00bIYa KPUNTOBATIOT HE3aKOHHBIM crtocoboM. Kak mpaswmiio, 4€pHbie MaltHEPHI
nonb3ytores [1K, koTopeie puHAAIEKAT APYTUM JTHOASM.

BriepBbie oduimanbHbie COOOIIEHHS O SIBICHUN YEPHOr0 MaHMHTA HAYAJIH
mosiBIsAThCs B 2011 Tomy, a B 2013 romy yke mpOH30IIIO MacCOBOE 3apaskeHHE
I[IK B pasmuuHbIX CcTpaHax, mocpeactBoM «Skype». ITlpwuém BupyCHBIE
MIPOrpaMMBl, TaK Ha3bIBAEMbIE TPOSHBI, HE TONBKO MAHHWIN, HO W TOIy4asln
IOCTYNl K Kkpunmokowtenvkam. CaMblii W3BECTHBIM CIy4all — TIONBITKA
pa3paborunkoB «pTorrent» DOMONHUTENBFHO 3apaboTaTh Ha IONH30BATEINSX,
BHeZpUB B copT ckphITHIA MaitHep «EpicScale».



OOBIYHO YEPHBIH MaWHMHT MPEAyCMaTPUBAET JOOBIYY TaKUX KPUITOBAIIOT,
kak Litecoin, Feathercoin, a Takke MONEro, Tak Kak 1jist MX MOJYYSHUS HE HAJ0
pacrionarath TEXHHUKOH, KOTOpast UMEET OOJIBIINE MOLTHOCTH.

Ha naHHBIT MOMEHT MOXHO BBIICIUTH 068d MUNA MAtHUHed Ha TYyKOM
000py/I0BaHUH, KOTOPHIM IOJB3YIOTCS 3JI0YMBIIICHHUKH:

1. bpay3sepuniii Maiinunr.J{s nmanHoro Buma 4€pHOro MaWHWHTA
JIOCTaTOYHO MEPEHTH 1O CCHUIKE Ha Pecypc, B CKPUITE KOTOPOro IPOMHCaH
HY)XHBI KOJ, W, TIOKa TIOJIb30BaTeNlb OyneT HAaXOAWThCA Ha caiite, ero
KOMITBIOTEpP CTaHET YacCThIO CETH 10 TEeHEPHPOBAHHUIO KPUIITOBAIIOTHI.

2. Bupycwi-maiinepsl.Ilonuenurs UX MOXHO, Mepelas IO CCBUIKE U3
michMa WM YCTAaHOBMB COMHHUTEIBbHYIO Tporpammy. Bupycel Oonee
BPEIOHOCHBI KOMITBIOTEpPAaM, YeM Opay3epHbli MaiHHWHI, TOTOMY 4TO Ooiee
AKTHBHO HCIIOJIB3YIOT MOIIHOCTH KOMIIbIOTEpa. TeM He MeHee KepTBaMH
Opay3epHbIX aTak CTAHOBHTCS ropas o OOJbIIe MOIb30BaTelNeil.

OnmHako 3Has CpEJACTBA, HCIONb3YeMbIe 3JI0YMBIIIICHHHKAMH, MOXHO
3G PEKTUBHO TNPOTUBOCTOSATh WX arakam. J[Jsi 3TOro clieayer paccMOTPETh
CIIEYIOIIHE BUIbI 8UPYCO8-MAUHEPOS.

¢ MinerBitcoin./lanHast mporpaMMa OTHOCHTCSI K TPOSTHAM, OHA Harpyxaet
KOMIIBIOTEp HAa TOJHYI0 MOIIHOCTh M IIOMHMO 3TOTO BOPYET JIHMYHYIO
nHpopManuio monb3oBaTens. Pacmpoctpansercs uepe3  «Skype»  mim
nokymeHnTtsl Word.

e EpicScale.Ilporpamma  ycranaBmuBaercst  BMecte ¢ «uTorrent».
IMpencraButenu paspaborunka 3asBuiy, 4to EpicScale 6bu1a sK0ObI YaCThIO UX
NapTHEPCKOM MPOTrPaMMBL.

¢ JS/CoinMiner.IIporpaMmma-CKpHIIT, TIO3BOJISFOIIIAS Ie/IaTh MAHHUHT Yepe3
Opaysep, 3arpyas  IpoLeccop  TONb30BAaTEIbCKOTO  KOMIIBIOTEpA.
Pacripoctpansiercs yepe3 UrpoBble CalThl UM IIOTOKOBOE BUJIEO.

Tpunyun pabomel yépHo2o MaiiHuKHea 3aKIFOYACTCS B CIEAYIOLIEM: BTaiHe
OT T[OJb30BaTENd, HAIpUMep, MpPH OTKPHITHH Jroboro (¢aiina, emy
YCTaHAaBIMBAETCA IPOrpaMMa-KIMEHT, KOTOpas IOAKIIYaeTCs K OJHOMY W3
MaWHWHT-ITYJIOB ¥ HAYHHAET J00BIBATh KPHITTOBATIOTY. «Ilym» («mining pool»)
—CepBep, paclpefesomuil 3a1ady pacuéra MOANUCH OJIOKa MEXIy BCEMH
MOAKIIOYEHHBIMA yJaCTHUKaMM. BKJIag KaXIOoro M3 HHUX OIEHHBAeTCS C
NOMOIIBI0  TaK Ha3blBaeMbIX «map» («share»), KOTOpble — SBISIOTCA
MIOTEHIIMATIBHBIMI KaHAWAATAMHM Ha TIOMy4eHHe IparorneHHoi moamucu. Kak
TOJBKO OfIHA U3 «IIap» IOIMAIAET B LEIb, Iyl OOBSBISIET O TOTOBHOCTH OJIOKA M
pacIipesenseT Tak Ha3bIBaeéMbIe MOHETHI. BRITIIATHI MPOM3BOASTCS HA YKa3aHHBIE
B aKKayHTE MOJIb30BATENsl PEKBU3HUTHI, 1 OH MMEET TPaBO MOAKIIOYATh K CBOSH
yaérHoit 3ammcu mroboe kommuectBo [IK, m HHKTO HEe TpeOyer ¢ Hero
JIOKa3aTeNbCTB, YTO OHHM TNPHHAIEKAT MMEHHO €My WIM WX BIAJEIbIbI



onobpuiu 3To AedctBue.lloaTOMYIynbl — HIeadbHBIA BapHAHTIUIS CO3JAHUS
COOCTBEHHOW MalfHUHT-CETH.

UEpHbIl MallHUHT TaKKE 4acTO HA3BIBAIOT CKPBIMbIM MAUHUHZSOM, TaK KaK
CBOIO pabOTy MaifHEp MOXET OCYIIECTBISTH B CKPHITOM pekume. OCHOBHBIE
BO3MO)KHOCTH, 0Jarofaps KOTOPBIM MalfHEp MOXKET 3TO JIeNaTh, 3aKII0YAI0TCS B
CIIEAYIOLIEM:

e MaiiHep BHeIpseTCs B CBA3KE C TOPPEHTaMH WIM B BHUJE INPOCTHIX
¢aiinoB, Takux Kak KapTuHKH Wi Word-¢aiinel, TpHIOKEHHBIE K
COOOIIEHUSIM;

® yCTaHOBKA NPOU3BOJIUTCS B THXOM PEXKUME;

e Tfpolecc MackupyeTcs mox oaHy w3 ciayx6 Windows wim  He
oroOpakaeTcsi BOBCE;

e BO BpeMs NOBBIIIEHHONW Harpy3ku Ha MalllMHy — MaifHep OTKIIouaercs,
‘-ITO6BI HEC BbI3bIBATb 3aMCTHOC TOPMOKCHUC.

OllHaKO JJIL TOrO, '-ITO6I)I YCTpaHUTHL TIOINBITKY MCIIOJIB30BaHUS BalICTO
KOMIIbIOTEpa sl MalHWHra, HYXHO MOHATH, uTo I[IK Bcé-Taku 3apaxkéH.
[lepBblit mpu3HaK — 93TO CcHIWXKeHUEe ckopoctd padoTel 1K u yBennuenme
norpebneHus dHeprud. K coxkajeHHio, TOPMOXKEHHE KOMIIBIOTEpa —
€IIMHCTBEHHBII IPHU3HAK, C MOMOILBI0 KOTOPOrO MOXHO OMNPENEIHTh, YTO OH
3apakéH BUPYCOM-MalHEPOM.

Ha ceronHsAIHMI A€Hb €CTh pA0 mMax HA3LIEAEMbIX «NPOPUIAKINULECKUX )
Mep, KoTopble IoMoryT orpaauth [1K or BUpycHBIX aTak yepe3 Opaysep:

® pemakTUpoBaHHE (haiina, KOTOPBIH HOCHT Ha3BaHue «hosSts»;

e ycranoBka yrwiuTel «Anti-WebMiner», a Ttarkke OpaysepHoro
pacmupenus «NoCoin»;

o orkiroueHue JavaScript B 6paysepe u npumenenune «NoOScript»;

e 00aBileHHMe aHTUMalHuUHTOBOro sammurtel B «AdBlock», a Taxxe
«uBlock».

N Bcé-Taku ocTaércs IJIaBHBIM BOIIPOC — KaK HE CTaTh JKEPTBOM 4EPHOrO
MaitHuHra? J{71s 3TOro CTONuT NpUAEPKUBATHCS Psia MPaBUIL:

1. He 3arpyxaTh Ha KOMIbBIOTED HEIHIEH3NOHHBIE IIPOTrPaMMBbI,
MIPWIOXKEHNUS, M30eraTh BBOAA AKTHBALMOHHBIX KIIOUEH W3 COMHHTEIBHBIX
HCTOYHHMKOB Y HE IPUMEHSTH HEIIPOBEPEHHBIE CCHUTKH.

2. Jlns mmamemsies IIK, KoTopeIii W3roroBmia KoMmmauus «Apple»,
HEOOXOANMO YCTaHOBUTh B HACTPOWKAxX OMIMIO, KOTOpas IoApa3yMeBaeT
CKayMBaHME TOJIBKO MPOTPAaMMHBIX TIPOIYKTOB U3 «AppStore».

3. HeoOxomumo peryiaspHO OOHOBIATh aHTHBHPYCHHK, TaK KakK €ro
YCTaHOBKA — 3TO TOJIBKO MOIyMepa.

4. Ecmu nHa [IKycranosiena OC «Windowsy, TpeGyeTcs co3ath yIETHYIO
3aIKCh U 3arpyXaTh KOMIBIOTEP TOIBKO Yepe3 Hee.



5. B tom ciygae, ecnu 1K cran cHiapHO TOPMO3UTh, HAI0 BOCTIONBE30BATHCS
«JlucneruepoM 3agau». C ero moMouip0 MOXXKHO YBUIETh MIPOrPaMMBbI, KOTOpPbIE
3anymiensl Ha [TK.

Takum 00pa3oM, UCXOSI M3 BCETO BBINIC MEPEUUCICHHOTO, MOXKHO CIIENaTh
BBIBOJI, UTO YEPHBIN MaWHUHT U MAWHUHT B 1I€JIOM OYEHb CIOXHasi, HO BMECTE C
TEM OucHb MHTEpecHas TeMa, pa30Hupasich B KOTOPBIH MOXKHO 00C30IaCHTh CeOsI
OT BHEIIHETrO BMEIIATENbCTBA B KOMIBIOTEP TOJIb30BATENs, COXPaHUTh CBOU
JlAaHHBIE B COXPAHHOCTH, a TaKXKe He JOMYCTUTh YTE€UKY, HCIOIb3yeMOn
KOMITBIOTEPOM DHEPTHUH.





