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International trade is a key driver for economic development and prosperity of the
State. It raises living standards in both developed and developing countries, contributes to the
reduction of poverty as well as creates a more stable, secure and peaceful world®. To some
extent the success of trading depends on the proper organization and rational management of
the supply chains system.

A supply chain can be defined as the flow of parts and raw materials from their points
of origin to the factory gates, then through the factory as work-in-process, and finally out of
the factory as finished goods to be delivered to the final customer34,

Supply chains constitute a really intricate object to be regulated, managed and
controlled due to their globalism (i.e. the vast majority of them cover more than one Customs
territory) and sensitivity to a great number of challenges, the major of which is security (fig.).
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The problem of managing security in global supply chains has been gaining increasing
attention in business and governmental agendas since the terrorist attacks in the United States
in 2001.Before 2001, security management decisions — security measures, investments,

documentation, etc. — were primarily taken at individual company level, with no or very
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limited interaction with other supply chain participants or governmental agencies. Since 2001
the situation has changed: Customs administrationswith their vested interest to protect their
respective nations against terrorism and other serious international crime have entered the
field. The first country to move was the US with its C-TPAT program®.

Drawing heavily on the US C-TPAT initiative, the WCO released its SAFE
Framework of Standards to Secure and Facilitate Global Trade, the intention being to provide
“a regime that will enhance the security andfacilitation of international trade®. It is based on
the idea that Customs administrations as government organizations that control and
administer the international movement of goods, are in a unique position to provide increased
security to the global supply chain and to contribute to socioeconomic development through
revenue collection and trade facilitation®’.

The SAFE framework implies three pillars: Customs-to-Customs (hereinafter — C2C)
network arrangements, Customs-to-Business (hereinafter — C2B) partnerships and Customs-
to-other Government agencies cooperation, which involve a number of standards to assure
understanding of pillars and the simplicity of their implementation.

The first pillar (C2C) is based onsmooth interaction between Customs authorities in
the area of harmonizing and developing sophisticated mechanisms for rapid information
exchange and streamlining control procedures. To achieve these goals Customs authorities
should use progressive risk management systems to analyze advance electronic information.
Moreover cooperating partieshave to negotiate selecting and targeting criteria and be ready to
carry out outbound control on the request of another party. While performing control
procedures Customs officers should use modern nonintrusive inspection equipment in order
not to disrupt the flow of legitimate trade.

One of the best examples of C2C practices is Container Security Initiative (hereinafter
— CSI), launched by U.S. Customs and Border Protection's (hereinafter — CBP). CSI
addresses the threat to border security and global trade posed by the potential for terrorist use
of a maritime container to deliver a weapon. CSI proposes a security regime to ensure all
containers that pose a potential risk for terrorism are identified and inspected at foreign ports

before they are placed on vessels destined for the United States. CBP has stationed teams of
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U.S. CBP Officers in foreign locations to work together with the host foreign government
counterparts. Their mission is to target and prescreen containers and to develop additional
investigative leads related to the terrorist threat to cargo destined to the United States®.
Nowadays the same opportunity is provided to U.S. partners, which can send their Customs
officers to main U.S. ports to control containerized cargo to be exported to their countries.
Canada and Japan have been already involved in this initiative.

In respect ofCustoms-to-other Government agencies cooperation the main objective of
such synergy is to avoid any duplication of inspection competencies. This type of
collaboration is widely disseminated at the national level, but also can be implemented at the
international level. It is translated into day-to-day reality through sharing databases or
equipment, developing joint projects and applying common control measures, signing
documents on allocation of responsibilities and so on.

Customs-to-other Government agencies cooperation is particularly evident in
Australia, where theBorder Force regularly engages with a number of partner agencies
including Attorney-General’s Department, Australian Crime Commission, Australian Federal
Police, Australian Maritime Safety Authority, Australian Security Intelligence Organization,
Australian Transaction Reports and Analysis Centre, Department of Agriculture, Department
of Defense, Department of Foreign Affairs and Trade, Department of Industry and Science,
Office of Transport Security, Department of the Prime Minister and Cabinet, Department of
Environment, Great Barrier Reef Marine Park Authority and so on®. Moreover, the
Australian Border Force tends to collaborate with international partner agencies. For example,
they have an arrangement with the Indonesian Maritime Security Agency (BAKAMLA) to
combat international maritime border security threats.

The analysis of the Australian Border Force’s news releases (table) shows that nearly

70% of hazards have been neutralized with the help of other agencies in 2018.

Total amount of Not connected with | Other agencies are Joint cases
news crimes mentioned
2018 42 11 21 67,7%

Table — Interagency Cooperation in Australia
Source: own development on the basis of http://newsroom.border.gov.au/
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As for Customs-to-Business partnership (C2B) it should be primarily established to
involve private sector in ensuring safety in global supply chains. Benefits to Customs also
include improved trade efficiency and effective enforcement. In respect of the trade
community, the possibility to benefit from prompt customs clearance, low trade transaction
costs, transparency, and predictability of Customs procedures should be emphasized*°.

The most common form of such collaboration is gaining the status of AEO by
conscientious participants of foreign trade activity which involves a plenty of incentives and
gives Customs authorities the opportunity to share the burden of security competencies with
entrepreneurs. For example, very often Customs suggests business-community to incorporate
the best developed security measures to prohibit unauthorized access to facilities,
conveyances, loading docks and cargo areas or install the software to screen the employees
who take security sensitive positions.

Moreover, it is recommended to engage trade-community into designing validation
processes or quality accreditation procedures that offer incentives to businesses through their
status as Authorized Economic Operators. These processes will ensure that they see a benefit
to their investment in good security systems and practices, including reduced risk-targeting
assessments and inspections, and expedited processing of their goods®’.

So it is obvious that the risks, faced by Customs authorities, are reduced in the extent
Customs authorities may rely on measures taken by entrepreneurs.

In this respect a Canadian program “Partners in Protection” should be mentioned. It is
a cooperative program between private industry and the Canada Border Services Agency
aimed at enhancing border and trade chain security. It is designed to streamline and make
border processes more efficient for low-risk, pre-approved businesses recognized as trusted
traders. The most significant thing about the program is that the company will be recognized
as a Trusted Trader not only in Canada but in the U.S., Japan, Korea, Singapore, Mexico,
Israel and Australia.

So, the problem of providing security to the global supply chains is fundamentally
new. It is considered to be enormously complex and arduous due to the difficulties in
achieving a sufficient level of security while not jeopardizing the efficient flow of legitimate

commercial trade at the border. The best world practices in the sphere of managing security in

40Mikuriya, K. Expansion of Customs-Business Partnerships in the 21st Century [Electronic resource] // World
Economic Forum. — Mode of access: http://mww3.weforum.org/docs/GETR/2012/GETR_Chapterl.7.pdf. — Date
of access: 07.03.2018.

62



supply chains show that only through the meaningful engagement with other governmental
agencies and the private sector where all parties are well-informed about each other’s work as
well as each other’s instruments and regulations it is possible for Customs to overcome this

challenge without casualties.
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Mex1yHapoAHASTOProBiIsl — STOKIIOYEBONH(AKTOP 3KOHOMUYECKOIO pPa3BUTHS U
MPOLBETaHUsl TOCYIAapCTBa, KOTOPBIA yIaydllaeT >XU3HEHHbIE CTAaHAAPThl B Pa3BUTHIX U
Pa3BHUBAIOIINXCS CTpaHaX, CHOCOOCTBYET CHUXEHHIO YPOBHS OETHOCTH M MOJACpKaAHHUIO
CTaOMIILHOCTH, 06€30MacHOCTH B MHpe’’. VCHelHOCThBEIeHUATOPrOBIMBHEKOTOPOCTENEHH
3aBUCHUT OT TOT0, HACKOJILKO PAllMOHAIILHO OPraHU30BaHO YIIPaBJICHHUE LENsIMHU OCTaBOK.

LenpnocraBoknpeacTapiseTco00il B3aMMOCBA3aHHBIN HAO0Op pecypcoB M MPOIECCOB,
HAYMHAIOIIUKCSA C MOJyYEHUS ChIpbsl U MPOCTHUPAIOIINICA Yepe3 JOCTaBKY MPOIYKIUHU HIN
YCITYT KOHEYHOMY MOJB30BaTEI0 MOCPEACTBOM TPAHCTIOPTHBIX CHCTEM ™2,

[lenunocTaBOKCYUTAIOTCSI0CTATOYHOCIOKHBIMOOBEKTOMISIPETYIUPOBAHUS,
YIPaBIECHUSUKOHTPOJISIION PUUNHECBOETOTI00aIbHOTOXapaKTepa (T. e.
OO0JIBIIIMHCTBOM3HUXITPOCTUPAIOTCIHATAMOKCHHOUTEPPUTOPUHO0JICCUEMOTHOTOTOCY IapCTBA)

U YYBCTBUTCIIBHOCTH K HIMPOKOMY POy npo6neM, OCHOBHOU U3 KOTOPBIX ABJIACTCA

0e301macHOCTh (puc.).
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Hp06neMa YIIpaBJICHUSA 0€30MacHOCTRI0 B TJI0OAIBHBIX OeIIIX IMIOCTAaBOK CTalla
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