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The growth in air travelleads to continuously evolving security threats, and passengers
being increasingly dissatisfied with queues and intrusive measures*®.

A number of initiatives to improve the passenger process, such as One ID, Fast Travel,
Smart Security and Automated Border Control, seek to introduce a streamlined, friction-free
and passenger-centric process that allows an individual to assert their identity to the required
level at every process step, whilemaintaining the privacy of personal data. This will allow a
more personalized customer experienceto be delivered, cost-efficiency to be improved,
security benefits to be gained, and the opportunity to generate enhanced additionalrevenue.®.

Passenger data exchange is a key element on a way to achieving this goal. It is
electronic data concerning passengers’ identity — Advanced Passenger Information (API), or
travel reservations — Passenger Name Records (PNR), which is used by public authorities for
border control.

API data is produced during check-in, and includes all passport or identity card data
necessary to identify the passenger or crew member, as well as general information on the
flight. PNR data refers to the records held by airlines for each flight booked by a passenger,
and is used by the airline for its own operational purposes. This data makes it possible for all
parties in the aviation sector (including travel agencies, air carriers and airport handling
agents) to identify each passenger and to access all information about his/her trip, return
flights, any connections and any special assistance requested on board®. Besides identifying
passengers, PNR data can be used for risk-based assessment of travelers about whom you
may not have other API information. It is also more valuable in the identification of
suspicious trends, relationships and travel patterns.

Advance Passenger Information (API) is information related to biographical data, that
is, passengers’ identity such as full name, date of birth and nationality. API can be provided
electronically to government authorities in the state of arrival, departure or transit. API’s pre-

identification features can be useful for immigration and customs authorities, but also in some
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cases for aviation security as well — to assist in the identification of risks of unlawful
interference before passengers step on the airplane. APl data can be transmitted as a single
manifest containing information about all passengers on a flight, or the data can be
transmitted individually as passengers are checked in and receive their boarding passes.

Legacy, or batch API is the simplest form of API to implement: carriers automatically
transmit a single list with details for all persons (or separately for all crew) for a given flight
at a given time. All passenger details are transmitted as a single data file, or “batch”. Since
data is usually provided upon the closure of the flight boarding process, government
intervention is limited to the time of arrival. So batch API is designed originally for the
control of arriving passengers by the destination or transit country; data quality validation is
limited to a batch process and no-real time correction can be requested.

As an alternative to legacy “batch style” API — many states are adopting interactive
API as their preferred method of receiving passenger data. Under this system, airlines provide
passengers’ biographical data in real time on a passenger-by-passenger basis to the
authorities, while check-in is taking place. The authorities must then evaluate that data and
determine if any issues are preventing the passenger from entering the destination country,
leaving the origin country or boarding an aircraft. Following this assessment, authorities send
a “Board” or “Do not Board” response to the airline also in real time.

Interactive API systems, while more complicated and costly to implement for both
governments and airlines, can bring tangiblebenefits to governments and airlines. For
instance, reduction forairlines in the number of inadmissible persons that they transport and
who are then required to be returned to their place of origin at the carrier’s expense.

PNR refers to information about passengers and their travel plans that are collected
and stored in airline reservation systems at booking. It is collected by the airline for its own
business purposes. Therefore, the amount and the nature of the information in individual PNR
record can vary tremendously from airline to airline and from passenger to passenger.
Reservation systems are evolving since more and more people are booking travel online as
opposed to via a travel agent. A PNR may contain little information such as a name, an
itinerary, some contact information and a ticketing/ticketed indicator. The name may not even
correspond to the person’s actual name as stated in the passport, because accuracy is not
always necessary for reservations. However, sometimes PNRs contain vast amounts of
information covering a wide range of issues relating to the person’s special service requests,

contact details, credit card information and other data. In today’s environment certain data are
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considered particularly sensitive and may not be shared in accordance with many states’ data
privacy legislation.

Digital processes is rapidly moving travel towards a day when a face, iris, or a
fingerprint will provide the key to a seamless travel experience®?.

A facial recognition system is a technology capable of identifying or verifying a
person from a digital image or a video frame from a video source.The image taken by the
cameras is then processed using facial recognition software. It scans a person’s face and
analyses whether it matches against an image library of people considered as representing a
risk and who must be controlled or prevented from entering state’s territory.

Iris recognition is an automated method of biometric identification that uses
mathematical pattern-recognition techniques on video images of one or both of the irises of an
individual's eyes, whose complex patterns are unique, stable, and can be seen from some
distance. Iris recognition is most reliable form of biometric identification. It turns what used
to be a slow process for travellers into a convenient, quick and more secure experience .

Biometric identification is carried out without human interference in the passenger line
as they are moving at a walking speed. When the system identifies a passenger whose face
matches the face of a target, a signal is sent to the Customs officer on duty, who will then
approach the target and begin an inspection.The use of facial recognition tools is also
particularly effective in case of involving fraudulent documents since the facial characteristics
of the target remain mostly unchanged even if he/she travels on false documents. In a broader
sense, Customs acts as a “second barrier” for national immigration control in order to further
safeguard the country’s security®*.

Brazil and UAE became a bright example of effective using of passenger data
exchange and biometric identification. In 2013, as Brazil was preparing to host the 2014
World Cup and the 2016 Olympic Games, the Brazilian Customs administrations started
exploring ways to improve air passenger control in order to be able to effectively process the
athletes and millions of tourists who were expected to attend or participate in these events.

Two major investments were made by the Federal Revenue Service of Brazil (RFB): a
risk assessment system that would enable APl and PNR to be processed, and a passenger

facial recognition system. The implementation of new analytical tools to screen passengers in
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2015 was a game changer, especially with regards to identifying travellers who fit drug
smuggling profiles. There was an increase of more than 360% in drug seizures between 2014
and 2016, a record in the history of the Customs service. Other common crimes or offences
include the transport of undeclared cash, the illicit acquisition of cultural objects, and the
smuggling of guns.

After observing several intrinsic characteristics of API during the first two years of the
system’s implementation, the RFB developed a brand new software for API data analysis.
Using a broad range of algorithms, the software is able to analyse received APl messages,
identify travellers, create a unique traveller archive. This functionally enables the system to
automatically correct API that contains errors such as incorrect passport numbers, complete
missing data, and solve other issues that could lead to flawed conclusions.

Two high-resolution cameras being installed in “nothing to declare” line area at 14
international airports enables Brazilian Customs officers to easily identify the targets
pinpointed by the API/PNR risk assessment system without disrupting the general flow of
passengers. The intelligence based and risk assessment approach allows Customs border
control to identify air passengers who are on watch lists as well as suspicious passengers, and
is an effective measure to counter the movement of foreign terrorist fighters too. To address
security related risks, a special list of persons being targeted as a result of their association
with a possible security threat was created. Customs, the Federal Police Department and the
Brazilian Intelligence Agency are all responsible for data included in the list. If the system
identifies an individual, the Federal Police proceed to formally identify the suspect before
taking appropriate measures®®.

As part of a commitment to seamless travel, Dubai Airport has brought in 100
biometric gateswith facial and iris-recognition technology in January, 2018. The
kioskscontain a face and iris biometric capture device which can be integrated into a variety
of application solutions. For example, being installed in a smart gate it is commonly referred
to as the ‘Eyen’ gate system. It can identify passengers within one or two seconds scanning
the faces of travellers over a relatively short space, taking in their retinas and distinctive

features as they move®®.
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From June 21 to June 30, 2019 the Republic of Belarus will become a host of the 2nd
European games, that is why international experience (Brazil’s case, Dubai Airport, etc.) is
very useful for forthcoming events.

The implementation ofpassenger data exchange and biometric identification systems at
all airports of the world will significantly decrease smuggling and illegal immigration while
facilitating mutual assistance of Customs authorities of different countries through the

acquired information exchange.
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VYBenmn4yeHne KOJMYECTBAa aBHANEPEBO30K BEAET K IOCTOSSHHOMY pOCTY YIpo3
0€30MacHOCTH M Bce 0ojiee HENOBOJIBHBIX OYepeAssMH U KECTKUMH MepaMU KOHTPOJIS
naccaxxupoB®’.

Psin mHUIIMATHB 1O COBEPHICHCTBOBAHMIO MPOIIECCa KOHTPOJIS MACCAKHPOB, TAKUX KaK
OnelD, FastTravel, Smart Security u Automated Border Control, mpusBanbsl pa3paboTarhb
parnroHaTBHBIN, OECIPENSITCTBEHHBIA, OPHEHTUPOBAHHBIN Ha YI0OCTBO MACCAKHPOB TOPSIIOK
KOHTPOJISI, IIO3BOJISTFOLIHIA MTOATBEPIUTH TMYHOCTh Ha YPOBHE KAXKJIOTO ATaIla €ro MPOBEICHUS
U TpPH 3TOM COXPaHHTh KOH(QUACHIMAIBLHOCTh JHYHOW wuHpopManuu. Takas MoJIelb
00eCIeYnT OCYIIECTBICHUE WHIWBUAYAJIBLHOTO IOAXO0Ja K OOCIY)KUBAHHIO MACCAXKHPOB,
COKOHOMHT CPEJICTBA B MEPCIEKTHBE, a TAK)KE OYNIET BBIFOJIHA C TOYKHU 3pEHUsT 0€3011acCHOCTH
¥ JIOTIOJTHUTENBHBIX JEHEKHBIX MOCTYIICHUI S,

OOMeH JaHHBIMH O TIaCCaXKHPaX — KIFOYEBOH 3JIEMEHT B JIOCTH)KCHUU ITOH IeTH. DTO
nHpOpMaIIHS O JIUIE B AIEKTPOHHOU (opMe — MpeaBapuTesibHas HHPOpMaIUs O Maccakupe
(API), wmn o ero OpoHupoBaHHSX — 3amuch perucrpanumu maccaxkupa (PNR), kortopas
UCTIOJIb3YEeTCS TOCYIApPCTBEHHBIMU OpPraHaMH B IIEJISIX KOHTPOJIS Ha TPaHHMIIC.

Jannbie API HakarMBarOTCs B pe3ysibTaTe PErHUCTPAIMU MMACCAKUPOB U BKIFOUYAIOT B
ceOs Bce MacmopTHBIC MaHHBIC WM JaHHBIE YIOCTOBEPEHHS] JTUYHOCTH, HEOOXOTUMBIE IS

I/I,Z[GHTI/ICI)I/IKaI_[I/II/I naccaxxvpa MJjIMu 4YJICHA SKUIIAXKa, 4 TAKXKC O6I_HYIO I/IH(l)OpMaI_[I/IIO 0 peﬁce.

Hannele PNR — pesynprar yu€ra uHpOpManmuu o KaxaoMm peiice, 3a0pOHMPOBAHHOM
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