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CETEBAS PA3BE/IKA
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benopyccknii HaMOHAIbHBIN TEXHUYECKUM YHUBEPCUTET, I'. MUHCK

[Ipu obOcyxkaeHun mpodiemM CEeTEeBOM OE30MACHOCTH YacTO HCIOJIb3YIOTCS
TEPMUHBI, U3HAYATIHLHO MTPUMEHSICMbIE B BOCHHOW 00JIaCTH, HAIPUMED, «aTaKay,
«HAMAJECHUEY, «3aLIUTa», «PA3BEIKA.

BonpmmHCTBO aTak Ha TPAHCIOPTHYI HH(PACTPYKTYpPy CETH TPeOyIoT
MpEeABAPUTEIbHBIX 3HAHUM 00 aTaKkyeMOW CETH M COCTaBJISIONIUX €€ XOCTax.
[TosTOMy, Kak ¥ B BOGHHOM JieJI€, PU MOMNBITKE HAPYIICHUsT WH()OPMAIIMOHHOM
0e30macHOCTU Tepe]] aTaKoW MPOBOJUTCS CETeBas pa3BeAKa, B X0Ji€ KOTOPOU
3JIOYMBIIIUICHHUK TBITAETCS COOpaTh HEOOXOJMMBIE JUIsl aTaku cBeicHus. B
3aBUCUMOCTH OT TUIIOB aTaK Ha0Op CBEJCHUN MOXKET MEHSThCS. Yarie Bcero s
MPOBEICHUs] aTaku HEOOXOJIMMBbI Takue JaHHbIe, Kak [P-agpeca akTUBHBIX
X0cTOB, HOMepa akTuBHbIX TCP/UDP-noptoB, TUMBI U BepcUU ONEpaliiOHHOM
CUCTEMBbl M MpuiiokeHuM. M3 3TOro crmemyer, 4yTto cereBas pa3BelKa — 3TO
KOMILJIEKC ~MEPONPUATHA MO TMOJy4YeHHUI0 U 0o0paboTKe JaHHBIX 00
MH()OPMAIMOHHOW  CHUCTEME KIHMEHTa, pEecypcax, CpeICTBax  3alllUThI,
HCIIOJIB3YEMBIX YCTPOUCTBAX, MPOrPAMMHOM OOECIIEUEHUU U UX YSI3BUMOCTSX.

PaccmoTpum 3Tansl, KOTOPbIE TPOXOAST 370YMBIIIJICHHUKH JISI TIOJTyYEHUS
HECAHKIIMOHUPOBAHHOTO JocTyna. [IepBbIM sIBIsieTCS BHIOOP CETU, CEpBEpa WIH
MH(MOPMAIITMOHHOTO  MPOCTPAHCTBA. 3aT€éM  MPOBOJUTCS  CKAaHUPOBAHMUE,
TecTupoBaHue U cOop uHopMauuu o menu. CHeayroudM IIaroM sIBIsSETCS
o0paboTka mMoOJayYyeHHON WHGOPMAIIMKM U BBHIOOP YSA3BUMOrO MecTa s
MPOHUKHOBEHUS B CUCTEMY. 3a ATHUM CIIEyeT ASKCIUTyaTalusl ys3BUMOCTU H
MIPOHUKHOBEHUE B CUCTEMY, TAJIbHEUIIINE K€ IEUCTBUS 3aBUCIT UCKIIFOUUTEIBHO
OT TIOCTAaBJICHHOW 3JIOYMBINUICHHUKOM 3aa4yd. JTOW 3ajayeii MOXKET OBITh
U3MEHEHHEe HH(POpPMAIMK, Kpa)ka, TMOBBIIIEHWE MOJHOMOYMNA WU yJep KaHue
CUCTEMBL.

J{nst ceTeBOi pa3BeKH BO3MOKHBI CIEAYIOIIUE MyTH NOJIYYEHUS TaHHBIX:

—  CKaHUPOBaHUE CETH;

—  CKaHUPOBaHMUE MOPTOB;

—  moJydeHue uH(popMaiuu oT whois-cepBepos;

— npocmotp uH(popmarmu DNS-cepBepoB wucciemyemMoi cetu s
BBISIBJICHUS 3aITUCEN, OTIPEACIISIIOIINX MaPIIPYThI JJIEKTPOHHOMN MOYTHI.
Haubonpmmii  uHTEpec NPEeACTaBISIOT TMepBble JABa MmyHKTa. Iloa

CKaHUPOBAHUEM CETU MTOHUMAIOT NostydeHue [P-aapecoB akTMBHBIX XOCTOB CETH.
[Ton ckaHUpOBaHHEM IMOPTOB — IMOJYUYCHHE AKTUBHBIX M IMACCUBHBIX IMOPTOB.
CymiecTBYIOT pa3jiMuHble NMPUEMbl CKaHUPOBaHUs CeTH, Takue kak nmuHr TCP

28



SYN, TCP ACK, UDP, ICMP, IP. Iloxoxue MeTOAbl NPUMEHSIOTCA U JId
CKaHHPOBAHUS ITOPTOB.

OueHb BEpOSITHO, YTO CpeAcTBa MNpoTOoKouupoBaHus coobiTuii OC u
MEXKCETEBBIX IKPAHOB 3a(PUKCUPYIOT MPOLIECC CKAHUPOBAHUS, a aIMUHUCTPATOP
CKaHHPYEMOW CETH HAYHET pacciieoBaTh MHIUACHT. TyT K€ BOZHUKAET BOIIPOC:
C KaKOTo ajpeca BBINOJHAJIOCH CKaHupoBaHue? UToObl M30ekKaTh PacKpHITHS,
37IOYMBIIUICHHUKH YacTO HCIonb3ytoT cnydunr IP-agpeca mpu artakax. O
BO3MOXXEH M NpH CKaHHpoBaHuWU. CaMblil pacnpoCTpaHEHHBIA NpHEM —
MackupoBKa [P-anpeca cpenn MHOXecTBa Apyrux. B TakoMm ciydae TECTOBBIE
CKaHHUPYIOIINE MAaKeThl OyAyT OTIPABJIECHBI C IecTBUTENBHOTO [P-anpeca Hapsy
C MHO>XECTBOM TaKHX K€ NAKETOB, HO C MOJAJIEJIbHBIMU aJJpecaMu. ITO JeJIaeTcs
C pacuéToM Ha TO, YTO INPHU pacCiIeAOBaHUU TPYAHO OyAET YCTaHOBHUTbH, KTO
ABJIUICA MCTUHHBIM  OpPraHU3aTOpPOM CKaHUPOBAaHMUS, a KOIo IPOCTO
UCIOJIb30BAIM B KadecTBE MPHUKPbITUSA. EmE Oornee M30LIPEHHBIM CIIOCOOOM
SBJIIETCSI TAK HA3bIBAEMOE IIyCTOE CKaHMpoBaHWE. IIpm HEM UCTHUHHBIA ajpec
HUKOI'/Ia HE YKa3bIBAETCS, a PE3yJIbTaThl OLIEHUBAIOTCS 3JI0YMBIIUIEHHUKAMM 110
peakuMu TPEThEro KOMIBIOTEpa, 4Yel azapec mnoanensiBaeTcs. [loaHOCTBIO
n30aBUTHCS OT CETEBOW Pa3BEIAKUM HEBO3MOXKHO. EciaM OTKIHOUMTH 3X0-3ampoc
ICMP u 3x0-0TBeT Ha nepuepuitHBIX MapIIPYTU3aTOPaAX, MOKHO H30aBUTHCS OT
9XO-TECTUPOBAHMS, HO TPH OSTOM TEPAIOTCA JaHHbIE, HEOOXOAUMBIE IS
JUAarHOCTUKM  ceTeBbIX  cOoeB.  CkaHupoBaThb  NHOPTHI  MOXHO  0€3
MPEeABAPUTEILHOTO 3X0-TECTUPOBAHHUS, HO 3TO 3aMET OO0JIbIlIE BPEMEHHU, TaK KaK
NpUAETCA CKaHUPOBATh U HecyecTByromue [P-anpeca. Cucremsl IDS Ha ypoBHe
CETH U XOCTOB OOBIYHO CHPABIIAIOTCS € 3a7a4eil yBeIOMIICHUS aIMUHUCTPATOPA
O BEIYLICHCA CETEBOM Pa3BEIAKE, YTO IIO3BOJISIET JIY4Ill€ MOATOTOBUTHCS K
MPECTOSAIICH aTake U OIOBECTUTh MPOBAMAEpA.

Takum oOpa3zom, ceTeBasi pa3BelKa SBISETCS BaXKHBIM HHCTPYMEHTOM
3JIOYMBIIUICHHUKOB TIPU OPraHU3aluy aTak. B [emsIx NOpeIoTBpalleHHs
YCIIEIIHOM CETEeBOM pa3BEIKW HEOOXOIUMO H3YyYEHHUE Pa3JIMYHBIX MPUEMOB
CKaHMpPOBAaHUS M OPraHU3alus MEPONPUATUNA 1O TEXHUYECKOW 3alluTe
HH(POPMAITMOHHBIX PECYPCOB.
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