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Ha xondepentmn womeninlTSummit 2019 6bu10 10CTaTOYHO MHOTO
MaTepuaa, MOCBAIIEHHOTO KHOepOe30nacHOCTH, TaK KaK Ha CETOAHSIIHUMI JI1€Hb
3Ta TeMa oOpeTaeT Bce OOJIBIIYIO U OOJIBIIYIO aKTyalbHOCTb. JItoau Bce OobIe
CTaJIM 3aMHTEPECOBAHBI B TOM, YTOOBI COXPAHHWTH CBOIO MPUBATHOCTH B 3Py
COLMAJIBHBIX CETEM M MOBBIIICHHOW KOMIIbIOTEpU3aluMu. Bce uwame u yaiie
MPOUCXOJAT Cllydald aTak M B3JIOMOB 4YYXXMX akkayHTOoB. He Tak naBHO,
HarpuMep, ObUIO PACKPBITO OYEHb MHOTO JAHHBIX O Pa3HbIX JIIOASX U UX
akkayHTax Ha Facebooks cmry Gpemmn B 6€301MacHOCTH TaHHBIX ATOTO CEpBHUCA.

Ha xoHdepeHiuu ObUIO OYEHb MHOIO MpeACTaBUTENEH  (pupM,
3aHUMAIOIIUXCSI HEMOCPEJICTBEHHO OOecredueHrneM KuOepOe30macHOCTH, TaKuX
kak PaloAltoNetworks, CQUREINC., u oTaenpHble MpPEACTABUTCIA OTACIA
TEXHUYECKOI 0€301MacHOCTH Pa3IN4HbIX OAHKOB M OpTaHU3aIUH.

ExenHeBHO MPOMCXOIUT OTPOMHOE KOJMYECTBO AaTaK Ha pPa3IUYHBIC
KOMITAaHUM, a TakXKe TMOSBISIOTCS HOBbIE BUIBI yrpo3. [lmst Toro, 4ToOBI
oOe3omacuth ce0si, (PUPMBI JIOJDKHBI MPOBOAUTH JUIsI CBOUX COTPYIHUKOB,
O0COOEHHO TE€X, Y KOTOPBIX €CTh JOCTYI K 3aCEKPEUCHHBIM JAHHBIM, Pa3IUYHbIC
CEMUHApbl M TPEHUHTU, 4YTOOBI OOBSCHUTH W TIOKa3aTh HACKOJBKO Ba)XHO
co0JIr01aTh MEPbl OCTOPOKHOCTH B BOIpOCax JOCTyna K (aitnaM U JaHHBIM
OpraHu3alIluu.

OnHolt M3 BaXXHBIX U TOJIC3HBIX JICKIIUM HA JTaHHOW KOH(epeHIuu Oblia
JEKIUs oJI Ha3BaHHEM
«ThinkandActLikeaHackertoProtectYourCompany’sAssets» (dymaii u
JCHCTBYH Kak Xakep JJIs TOro, 4TOOBI 3alllUTUTh aKTHUBBI CBOE KOMIIAHWHU) OT
npencrasutenbauibl  Gupmbel CQUREINC. MexayHapoaHbiM HSKCIIEPTOM B
obnactu kubepoezomnacHoctu [lonbr SAnymikeBuy.

beio mpeacTaBieHo ceMb HamOoJiee YacThIX OIIMOOK, COBEPIIAEMBIX
pabOTHUKAMHU Pa3IUYHBIX (PUPM, KOTOpPhIE MOTYT TPUBECTH K TMOTEpE
BOKHEUIITUX TAHHBIX KOMITAHHH.

1. He crout ncnosib30BaTh NPOCTHIE TAPOJIU

OyeHb YacTo B COBpEeMEHHOM O(QHUCE Yy HE OCOOCHHO CBEIYIIErOo
paboTHHKa Ha pabo4YeM CTOJIE MOXKHO YBHUJETh OOJIbIIIOE KOJUYECTBO CTUKEPOB
C IApOJISIMU OT PA3IMYHBIX pabounx pecypcoB. M yacTo 3Tu mapoJiv 10CTaTOYHO
npocteie, Bpoae «llapomb», «gwerty» wmm «I123». WU ecim y gaHHOrO
COTPYJHHKA €CTh JOCTYIN K ¢haiijiaM, KOTOpble HE JOJKHBI MOMAcTh B PYKH
JIPYTUX JIFOACH, TO MOJYYUTh JOCTYH K 3TUM (paitiiam u3 BHE OyJEeT 10CTaTOYHO
MPOCTO JTAKE METOJAOM OOBIKHOBEHHOTO MO00pA.
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UtoObl u30ekaTh TakOW OMIMOKH, cleayeT OOBICHUTH IEepCOoHaNy,
HACKOJIbKO Ba)XHO CO3/1aBaTh IMapoJib TaKUM, YTOOBI €ro He ObLIO JErKo
B3JI0OMaTh. Ml HE CTOUT BellaTh CTUKEPHI C MApOJIeM Ha BUIHOM MECTE.

2. OCTOpPOKHOCTH BO BpeMsi TOTO, KOIJla OCTaBlsiellb CBoe pabodyee

MECTO

B nacTosmiee BpeMsi 04eHb MHOTO JIIOJICH, OCTaBIIssl CBOE pabouee MECTO
BO BpeMs IiepepbiBa HE OJOKHPYIOT JOCTYH K KOMIBIOTEpY, U Jt000ii
KENAIOMUN TPOXOASAIIUNA MUMO YEJIOBEK MOXKET CECTh 3a 3TOT KOMIBIOTEP U
MOJyYUTh JOCTYI KO BCEM UMEIOIIMMCS Ha 3TOM KOMIIbIOTEpe (aiiyiam, a Takxe
¢aitnam, KOTOpbIE OTKPBITHI AJIsl IPOCMOTPA Ha 3TOM KOMITBIOTEPE.

YacTUYHBIM peIIeHUEM B TAKOW CHUTYyaIlMd MOXET CIY)KHTh Ha3HAYCHHE
MPUBUJICTUPOBAHHOTO JIOCTyNa K ainam JUisi COTPYAHUKOB PAa3IMUHBIX
OTJIEJIOB U YPOBHEH JoCTyMA.

3. Cnenyet ObITh BHUMATEIBHBIM C (IIAII-KapTaMu
B Hactosmuit MOMEHT O4€Hb MHOTHE JIFOJIA HE TyMalOT O TOM, YTOOBI, BCTABIISS
USB- ¢msmn kapTy B KOMIIBIOTEp €€ CKaHUpOBaTh. bosiee Toro, 4acto ObIBaIOT
CJly4au, BO BpeMsl KOTOPBIX JIFOJM MOTYT MPOCTO HAWUTH TaKOW ChbEMHBIN JUCK U
MOJKIIOYUTh €r0 K CBOEMY KOMITBIOTEPY. DTO MOKET OBbITh OYE€Hb OMACHBIM
JICVCTBUEM.

OnbIT noka3sIBaeT, 4YTo okoyio 60% nroaei, Haliasg B oduce (admI-KapTy,
BCTaBJISIOT €€ B CBOM KoMmbioTep. Eciu Ha Takoii ¢ummi-kapTe yKa3aH JOTOTUIT
(bupMBI, TO BEPOATHOCTH TOTO, YTO YEJOBEK MOJKIIIOUUT €€ K CBOeEMY padbouemy
KOMIIbIOTEPY yBennuuBaercs A0 90%.

4. ®OummHT

Odyenb MHOTHME pPaOOTHUKM C JIOCTYIIOM B HMHTEPHET HAXUMAIOT Ha
KOHTEKCTHYIO peKJaMy Ha cailTax KOMIIBIOTEPOB, TJI€ HE YCTaHOBJIECH
OJIOKUPOBIIMK PEKJIaMbl U TEM CaMbIM CKaYMBAIOT KaKOE-TMOO BPEIOHOCHOE
[1O na pabounii KoOMIBIOTED.

Jlyist pernieHust 3TON MPoOIeMbl MOKHO JTUOO YCTAaHOBUTH paOOTHUKAM Ha
KOMITBIOTEPHI  OJIOKUPOBIIMK pEKJIaMbl, JUOO OTPAaHUYUTh UM JIOCTyN B
WHTEPHET.

5. OTKpBITBI JOCTYI K JIMYHBIM CPEJICTBAM CBS3W M TEXHUYCCKUM

YCTPOUCTBaM

Jlromu dYacTo HE 3aayMBIBAIOTCS O TOM, YTOOBI CTaBUTh Mapoib Ha
COOCTBEHHBIC CpEJCTBA CBS3M, TaKWe Kak CMapT(OHBI, XOTSA OTTyda y HHUX
UMEEeTCs JIOCTYI K pabouel MmouTe M pa3jIudHbIM akkayHTaM. JIoCTyI K TaKuMm
yCTPOMCTBAM TIOJYYUTh OUYEHBb JIETKO, a 4Yepe3 HUX MOXKHO J0OpaThCsi U K
paboYMM JTaHHBIM.

6. He cTouT ucmosib30BaTh HE POBEpeHHbIC TOUKH Wi-fi

CoBpeMeHHass  CTaTUCTUKA  TOKa3bIBaeT, 4YTO  JIIOJU, KOTOpPHIC
MYTEIISCTBYIOT U MOIKITIOYAIOTCS K ceT Wi-fiu3 oTeneit B mocieayroneM MoryT
MPOCIYIIUBATHCS  PA3TUYHBIMA  CIIy)O0amu, coOuparomuMu HHGOPMAIIHIO,
BILIOTE 10 FBI.

27



/. He ctouT cuueth B COIMATIBHBIX CETAX C paboyero akkayHTa

OdeHb MHOTHE MOJIOJBIE JIIOJU JIOOST MCIOJIb30BaTh Pa3IMYHOTO poja
COLIMAJIbHBIE CETH, HO HHUKTO HE 3aJlyMbIBAa€TCS HaJ TEM, YTO 3TO MOXKET
MPUHECTH 32 COO0W HEKOTOPBIE BPEIHBIC MOCIEICTBUS, TAKUE KaK CKauMBaHHE
BMECTE C KaKMMHU-TO JaHHBIMU BpegoHocHoro IIO Ha cBOW KOMIIBIOTED,
IPEI0CTaBICHUE OCTYNA K KaMepe WM MUKPO(POHY Ha HOYTOyKE KOMITAHUU H
JpyTHe.

Takum 00pa3om, 4YTOOBI TOBBICUTH O€30MACHOCTh JAHHBIX Balleh
KOMITaHUH, TpeOyeTCsl HayaTh AyMaTh KaK Xakep ¥ YBHIETh HauOo0Jee ysI3BUMBIE
mecta. Kak u3BecTHO, camoil ys3BUMON 4YacTu J1I000H aBTOMaTHU3WPOBAHHOM
CHCTEMBI SIBIISICTCS 4eToBeK. To ecTh, AJis TOro, 4TOObI MOBBICUTH OE€30MaCHOCTD
KOMIAHUM B ILEJIOM, CJEAyeT OOeCIeYUTh IOBBIIIEHUE TEXHUYECKOM
I'PaMOTHOCTH NEPCOHaNA, YTOObI KaKIbl M3 €ro 4JIEHOB MOHMMAaJl HACKOJBKO
BaYKHO CEPbE3HO OTHOCUTHCS K MH(POPMAIUH, TOCTYI K KOTOPOW OHU UMEIOT.
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